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Abstract

Time synchronization is a critical piece of infrastructure for any distributed system. Distributed,
wireless sensor networks make extensive use of synchronized time in many contexts—for example, in
forming TDMA schedules, integrating a time-series of proximity detections into a velocity estimate, in
detecting redundant detections of a phenomenon from multiple sensors, and in distributed beamforming
systems. The variety of uses leads to highly varied and non-standard requirements in the scope, lifetime,
and maximum error of the synchronization achieved, as well as the time and energy required to achieve
it. Existing time synchronization methods were not created with wireless sensor networks in mind, and
need to be extended or redesigned to meet the new requirements and constraints.

Our proposed work centers around the development of new time synchronization methods, their
characterization according to metrics relevant to wireless sensor networks, and a proof-of-concept im-
plementation of an application that makes use of our synchronization primitives. In this proposal, we first
describe a number of metrics that we have found useful for the characterization of time synchronization
services. Using these metrics, we describe existing services, and compare them to the synchroniza-
tion requirements of future sensor networks. We also present an implementation of our own low-power
synchronization scheme, post-facto synchronization, and describe an experiment that characterizes its
performance for creating short-lived and localized but high-precision synchronization using very little
energy. Finally, we describe our work plan.
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1. Introduction

1.1.Wir elessSensorNetworks

Recentadvancesin miniaturizationand low-cost, low-power designhave led to active researchn large-
scale highly distributedsystemsf small,wireless Jow-power, unattendedensorsndactuator§ADL 98,
KKP99, EGHK99]. Thevision of mary researchers to createsensotrich “smartervironments”through
plannedor ad-hocdeploymentof thousand®f sensorseachwith a short-rangewirelesscommunications
channelandcapableof detectingambientconditionssuchastemperaturemovement,sound light, or the
presencef certainobjects.

While this new classof distributed systemshasthe potentialto enablea wide rangeof applications,
it also posesseriousdesignchallengesdescribedmore fully by KKP [KKP99] and EGHK [EGHK99].
The sheemumberof thesedevices makes global broadcastingindesirablewirelessnodes'limited com-
municationrangerelative to the geographicareaspannedy the systemoften makes global broadcasting
so inefcient thatit is infeasible. As a consequencemary amgue that nodesmust dependon localized
algorithms—makingontrol decisionsbasedsolely on interactionswith neighborswithout global system
knowledge[EGHK99, IGEO0O].

Anotherimportantfeaturethatdistinguishesensonetworksfrom traditionaldistributedsystemss their
needfor enegy efciency. Marny nodesn theemeging sensosystemill beuntetheed having only nite
enegy reseresfrom a battery Unlike laptopsor otherhandhelddevicesthatenjoy constantattentionand
maintenancd®dy humansthe scaleof a sensomet's deploymentwill make replenishmenof thesereseres
impossible.Thisrequiremenpenadesall aspect®f the systems design.For example,nodesmustremain
off or in alow-power stateasoftenaspossible;whenon, they mustmaximizethe usefulnes®f every bit
transmittedor receved [PKOO].

1.2.Time Synchronization

Time synchronizatioris a critical pieceof infrastructurefor ary distributed system. Distributed, wireless
sensometworks malke particularly extensve useof synchronizedime: for example,to integratea time-
seriesof proximity detectionsnto a velocity estimatdCEE*01]; to measurehetime-of- ight of soundfor
localizingits source[Gir00]; to distribute a beamformingarray[YHR T98]; or to suppressedundanmes-
sagedy recognizinghatthey describaduplicatedetection®f the sameeventby differentsensorglGEQOQ].
Sensonetworksalsohave mary of thesamerequirementastraditionaldistributedsystemsaccuratdimes-
tampsareoftenneededn cryptographicschemesto coordinateaventsscheduledn thefuture,for ordering
loggedeventsduringsystemdehugging,andsoforth.

Thebroadnatureof sensonetwork applicationgeadsto timing requirementsvhosescopelifetime, and
maximumerror differ from traditional systems.In addition, mary nodesin the emeping sensorsystems
will beuntetheredndthereforehave smallenegy reseres. All communication—een passie listening—
will have a signi cant effect on thoseresenres. Time synchronizatiormethodsfor sensometworks must
thereforealsobe mindful of thetime andenegy thatthey consume.

In this paper we arguethatthe heterogeneityf requirement@acrosssensometwork applicationsthe
needfor enegy-efciency and other constraintsnot found in corventionaldistributed systemsand even
thevarietyof hardwareonwhich sensomnetworkswill bedeplo/ed, make currentsynchronizatiorschemes
inadequatedo the task. In sensornetworks, existing time synchronization methodswill needto be
extendedand combinedin newwaysin order to provide sewice that meetsthe needsof applications
with the minimum possibleenergy expenditures. The developmentof thesenewv methodss the coreof
our proposal.



We will alsopresentbourideafor post-factosyndironization an extremelylow-powver methodof syn-
chronizingclocksin alocal areawhenaccuratdimestampsreneededor speci ¢ events.We alsopresent
anexperimentthatsuggestshis multi-modalschemas capableof achieving a maximumerrorontheorder
of 1usec—anorderof magnitudebetterthaneitherof the two modesof which it is composed.Thesere-
sultsareencouragingalthoughstill preliminaryandperformedunderidealizedlaboratoryconditions.We
believe thatour pilot studylendsweightto our methodsandthatfurtherinvestigationis warranted.

We begin our discussiorin Section2, describinga numberof metricsthatcanbe usedto classifyboth
the typesof serviceprovided by synchronizatiommethodsand the requirementf applicationsthat use
thosemethods.In Section3, we justify in moredetail the needfor synchronizedime in sensometworks.
Relatedwork is reviewed in Sectiond. Section5 argueswhy the existing work in the eld is insufcient
for usein the new sensometwork regime,andoutlinesour proposedontrikutions. Sectioné describesur
post-facto synchronizatiortechniqueand presentsan experimentthat characterizegts performance.Our
proposedhesiswork planis describedn detailin Section7, andconclusionsaredravn in Section8.

2. Metrics and Ter minology

Before startingour discussionin earnestwe will rst de ne a setof metricsthat we have found useful
for characterizingime synchronizationn sensomnetworks. In studyingbothmethodsandapplicationswe
have found ve metricsto be especiallymportant:

e MaximumError—eitherthedispersioramonga groupof peersor maximumdeviation of the mem-
bersfrom anexternalstandard.

¢ Lifetime—which canrangefrom persistensynchronizatiorthatlastsaslong asthenetwork operates,
to nearlyinstantaneouguseful,for example,if nodeswantto comparehe detectiontime of asingle
event).

e Scopeand Availability—the geographicspanof nodesthat are synchronizedand completenessf
coveragewithin thatregion.

e Efciency—thetime andenegy expendituresieededo achiere synchronization.

e Costand Form Factor—which canbecomeparticularlyimportantin wirelesssensometworks that
involve thousand®f tiny, disposablesensomnodes.

Theserviceprovided by differenttime synchronizatioomethodgall into mary disparateointsin this
parametespaceAll of themmale tradeofs—no singlemethodis optimalalongall axes.

To illustratethe useof thesemetrics,considerthetime serviceprovidedby the U.S. Global Positioning
System[Kap96§ (describedn moredetailin Section4). ConsumelGPSreceverscansynchronizenodes
to a persistent-lifetimaime standardhatis Earth-widein scopewithin a maximumof 200ns[MKMT99].
However, GPSunits often cannot be used(e.q., inside structuresundervater during Mars exploration),
canrequireseveralminutesof settlingtime. In somecasesGPSunitsmight alsobe large, high-paver and
expensve comparedo smallsensors.

In contrastconsidera smallgroupof nodeswith short-rangelow-power radios. If onenodetransmits
a signal, the otherscan usethat signal as a time reference—forexample,to comparethe timesat which
they recordeda sound. The synchronizatiorprovided by this simple“pulse” is local in scopeandits error



comesprimarily from variabledelayson the radioreceversandpropagatiordelayof the radiowaves. For
agivenerrorbound,thelifetime of the synchronizatioris also nite asthenodes'clockswill wanderafter
theinitial pulse.However, the pulseis fastandenegy-efcient becausét only requireshetransmissiorof
asinglesignal.

3. Motivations

Why do sensometsneedsynchronizedime?

Beforediscussingime synchronizatiormethodswe must rst clarify its motivations In this section,
we will describesomecommonusesof synchronizedime in sensometworks. The wide net castby the
disparateapplicationrequirementss important;we will arguelaterthatit precludeshe useof ary single
sync methodfor all applications. Indeed,while the relatedwork in this eld (reviewed in Section4) is
extensie, it oftenrelieson assumptionshatareviolatedin the new sensometwork regime.

3.1.Distrib uted beam-forming and sensorfusion

In recentyears,interesthasgrown in signalprocessingechniguesuchassensofusionandbeam-forming.
Theseaaretechniguesisedo combinetheinputsof multiple sensorssometimesisingheterogeneousodal-
ities, in applicationssuchasnoisereduction[YHR T9§], targettracking,andprocessontrol. This kind of
DSPwill sene asanimportantbasisfor sensometworks, but muchof the extensve prior artin the eld
assumegentralized sensorfusion Thatis, evenif the sensorgjatheringdataare distributed, sensordata
is oftenassumedo be consolidatedht onesite beforeprocessingHowever, centralizedprocessingnakes
useof implicit time synchronizationsynchronizatiothatmustbe madeexplicit to createafully distributed
system.

For example, considera beamformingarray designedto localize the sourceof sound,suchas that
describecby YHRCL in [YHRT98]. The arraycomputegphasedifferencef signalsreceved by sensors
at differentlocations.Fromthesephasealifferencesthe processocaninfer thetime of ight of thesound
from its sourceto eachsensar This allows the sounds sourceto be localizedwith respecto the spatial
referenceframe de ned by the sensordn the array However, this makes the implicit assumptiorthat
the sensorghemselesare synchronizedn time aswell. In otherwords,the beam-formingcomputation
assumethattheobseredphasdifferencesredueto differencesn thetimeof ight fromthesoundsource
to the sensgrandnot variabledelaysincurredin transmittingsignalsfrom the sensorto the processorin
acentralizedsystemwherethereis tight couplingfrom sensordo a singlecentralprocessqrthisis avalid
assumptionthe sensordatashareanimplicitly synchronizedime-baseby virtue of the factthatthe audio
dataareall fed to the sameprocessorHowever, for suchanarrayto beimplementecbn a fully distributed
setof autonomousvirelesssensorsexplicit time synchronizatiorof the sensorss needed.

It is importantto note that a beam-formingarray actually containstwo separatgbut related)time-
synchronizatiomproblems.Speci cally, to measurahetime-of- ight from thesounds sourceto therecev-
ing sensorssomeform of synchronizatiormustexist betweernthe senderandrecever. In otherwords,the
arrayneedgo know thetime of emissiorrelative to thetime of detectionin orderto measurdgime-of- ight.
This latter problemhastraditionallybeensolvedwith “oversampling”: treatingthe clock biasbetweerthe
emitterandreceversasanextra unknavn in the systemof localizationequationsandaddingan extra sen-
sormeasuremertb balancegheextraunknavn. Thisworksonly if thereceversaresynchronizedvith each
other, thatis, if thereis only a singleclock biasbetweerthe sendermandary recever. Thereforethe need
for explicit recever synchronizatiorasdescribeckarlieris not obviated by having extra sensors.Without



correlatedecevers,eachadditionalsensoibringswith it botha measuremerdandits own unknavn clock
bias—i.e. addingbothanequatiorandanunknavn to the system.

3.2.Multi-sensor integration

A commonthemein sensometwork designis that of multi-sensorintegration—combining information
gleanedrom multiple sensorsnto a larger world-view not detectableoy ary singlesensorlone. Unlike
the previous examples,in which sensorfusion is doneat the signal processingevel, sensorintegration
focusesn algorithmicallycombininghighetrlevel knowledge.

For example,consideragroupof nodesthatknow their geographigositionsandcaneachdetectprox-
imity to somestaticphenomenorP. (The detectiommightinvolve localizationasdescribedn the previous
section.)Alone, asinglesensorcantell thatit is nearP. However, by integratingtheir knowledge thejoint
network candescribenorethanjust a setof locationscoveredby P; it canalsocomputeP's size In some
sensethewhole of informationhasbhecomeyreateithanthe sumof the parts.

This type of emegentbehaior doesnot alwaysrequiresynchronizedime. If P is static,asin the
previous example,time syncmay not be needecdat all. However, whatif P is moving, andthe objectve is
to report P's speedanddirection?At rst glance,it might seemthatthe objectlocalizationsystenwe de-
scribedabove canbeeasilycorvertedinto amotiontrackingsystemsimply by performingrepeatedjueries
of the objecttrackingsystemover time. If the dataindicatingthe locationof our tracked phenomenorP
all arrivesat the sameprocessofor integration,perhapso synchronizatioracrossnodesis required.The
integratorcansimply timestampeachlocalizationreadingasit arrivesandwill thenhave all theinformation
requiredto integratethe seriesnto motiondata.In this casejt seemshatthetime synchronizatioqproblem
hasbeenavoidedentirely

This scheméhasserioudimitationsdiscussedbelow, but it doeswork in somecontets. In particular if
thetrackedobjectis moving very slowly relatve to the delaybetweerthe sensorandtheintegrationpoint,
our bruteforce approachmight work. For example,imaginean assetrackingsystemcapableof locating
speci ¢ piecesof equipmentlf wewishto de ne the“motion” of anobjectasthe historyof all peoplewho
have usedit, an equipmentmotion tracker might be designedvery simply. We canmerelyaskthe object
tracler for theequipmens locationseveraltimesaday, andcompilealist overtime of of ces in whichthe
equipmentasbeenlocated.This worksbecauseve assumesomeonavho usesequipmentioessooverthe
courseof daysor weeks— extremelyslownly on the timescaleover which the object-trackr canlocatean
objectandreportits locationto the useror a dataintegrator

This methodhasserioudimitationsin contexts wherethetiming requirementaremorecritical thanin
our equipmentexample. If the tracked phenomenomoves quickly, mary factorsthat wereinsigni cant
in equipmentrackingbecomeoverwhelming.For example,considerthe situationlikely in wirelesssensor
networks: a spatiallydistributed groupof sensorseachcapableof communicatiorover a very shortrange
communicatiorrelative to thetotal geographi@reaof sensorcoverage Informationcanonly travel through
this network hop-by-hop;itherefore the lateny of messagefrom ary given sensorto a centralintegrator
will varywith thedistancdrom thesensoto theintegrationpoint. In this situation thebruteforceapproach
mayfail.

Thereasorfor thefailure of the bruteforce approachs instructive to consider The simpleequipment
tracler essentiallyassumedhatthe travel time of messagefrom the equipmentsensordackto the inte-
grationpoint waszero: we askthe question“Where s this object?” andreceve a reply that we assume
is instantaneouandstill correctwhenit is recevved. In the caseof trackingequipmentthis is probablya
valid assumptiorbecause speci ¢ pieceof equipmentis unlikely to move onthe scaleof time requiredto



propagateamessagéhroughthe sensomnetwork. However, this assumptiorbreaksdown for fastermoving
phenomenaUsingthebruteforce centralizecapproachit will beimpossibleto accuratelytrackthe motion
of ary phenomenomnoving at speedshatapproachhetime scaleof the networks' roundtrip time.

Thereareadditionalmotivationsfor doinglocalizedanddistributeddetection A centralizedaggrgation
point is not scalableandis proneto failures. In addition,in sensometworks whereenegy-efciency is
critical, it is unwiseto designa systemwherea large volume of messagemustbe routedthroughmary
power-consumingnodes.A systemthattransmitseachindividual locationreadingthroughevery nodeon
the pathfrom the phenomenoibackto theintegrationpointwill have ahighenegy cost.

Theselimitations suggesthat sensoreadingsshouldbe time-stampednside of the network asnear
aspossibleto the original sensorevent. Doing so dramaticallyreduceshe variabledelay introducedby
messagédransmissiorlatencies. Timestampingnside the network also allows tracking datato be post-
processednto motion data,aggrgated,and summarizednside of the network, thusrequiring a greatly
reducechumberof bits to travel backto theuser All of theseadvantageshowever, do comewith a price:
sensos in the networkmustshae a commortime basein order to ensue theconsistencyf readingstaken
at multiplesensos.

In a motion trackingapplication,the allowable synchronizatiorerrorin nodes'clocksis informedby
factorssuchasthespeedf thetamgetrelative to sensodensityanddetectiorrange.lt is alsoaffectedby the
systems desiredspatialprecisionand detectionfrequeng. The tighter time synchronizatioris achieved,
the greaterprecisionis possiblein the tracking of motion by a collection of proximity detectors. Very
slow moving objectsmaybetrackedsufciently by nodeswith looselysynchronizealocks,but tighterand
tightersynchronizatioris requiredf wewishto trackfasterandfasterobjects—oiperhapsvenphenomena
suchaswave-fronts.

3.3.In network data aggregationand duplicate suppression

A featurecommonto sensometworks dueto the high enegy costof communicationcomparedo com-

putation[PKO0Q] is local processingsummarizationandaggreationof datain orderto minimizethe size
andfrequeng of transmissionsSuppressiomf duplicatenoti cations of the sameeventfrom a group of

nearbysensorganresultin signi cant enegy savings [IGE0Q]. To recognizeduplicates gventsmustbe

timestampeavith a precisiononthe sameorderasthe eventfrequeng; this mightonly betensor hundreds
of milliseconds. Sincethe datamay be senta long way throughthe network and even cachedby mary

of theintermediatenodesthe synchronizatiomustbe broadin scopeandlong in lifetime—perhapsven

persistent.

3.4.Energy-ef cient radio scheduling

Low-power, short-rangeadiosof the variety typically usedfor wirelesssensometworks expendvirtually
asmuchenepy passiely listeningto the channelasthey do during transmissiorfPK00, APK0Q]. Sensor
netMAC protocolsarefrequentlydesignedaroundthis assumptionaimingto keeptheradio off for aslong
aspossible. TDMA is acommonstartingpoint becausef the naturalmechanismit providesfor adjusting
theradio's duty cycle, tradingenegy expenditurefor otherfactorssuchaschanneltilizationandmessage
lateny [Soh0qQ.
While distributedtime synchronizations centralto any TDMA schemeit is considerablymoreimpor

tantin wirelesssensometsthanin traditional(e.g.cellular phone)TDMA networks. Traditionalwireless
MAC protocolsvalueonly high channeltilization. Goodtime syncis thereforeamportantbecausét short-



ensthe guardtime, but also easybecauseeachframe receved implicitly impartsinformation aboutthe
sendess clock. This informationcanbe usedto frequentlyre-synchronizea nodes clock with thoseof its
peerdLS96].

In sensometworks, the picturechangesonsiderablyEnegy-efciency is the highestpriority, solocal-
izedalgorithmsareusedto minimizeboththesizeandfrequeny of messaged.ongintermessagitenals
resultin greaterclock drift andthereforelongerguardtimes. The high enegy costof passie listeningde-
scribedabore makestheseguardtimesexpensve. In addition,small datapayloadsmake the guardtimes
a large proportionof thetotal time a recever is listening. Thesefactorsmake goodclock synchronization
critical for saving enegy, andsuggest new techniques neededo achieve it.

3.5.Usescommonin traditional distrib uted systems

The usesof time synchronizatiorwe have describedso far have beenspeci ¢ to sensometworks, relating
to their uniquerequirementsn distributedsignalprocessingenegy ef ciency, andlocalizedcomputation.
However, at its core, a sensometwork is also a distributed system,wheretime synchronizatiorof vari-

ousforms hasbeenusedextensvely for sometime. Many of thesemoretraditionalusesapplyin sensor
networksaswell. For example:

e Logging and Delugging. During designanddelugging, it is often necessargorrelatelogs of mary
different nodes'actvities to understandhe global systems behaior. Logs without synchronized
time oftenmale it dif cult orimpossibleto determinecausality or reconstrucanexactsequencef
events.

e Interactionwith Users. Peopleuse“civilian time”—their wristwatches—whemakingrequestsuch
as“show meactity in the southeastiuadranbetweermidnightand4 A.M.” For this requesto be
meaningful,certainnodesin a sensometneedto be synchronizedvith anexternaltime standardln
somesensethis maybeanorthogonakequiremento thosediscussegreviously; mary applications
of time-synconly requireinternalconsisteng

e Cryptagraphy Perhapdueto sensomets' applicability in military applicationstherehasalready
beensigni cant interestin cryptographicallyprotectingsensonetwork messagefHSW™, Hil]. Cer
tain authenticatiorschemessuchasthe KerberosAuthenticationService[SNS88],dependon syn-
chronizedime to preventreplayattacksandotherformsof circumwention?

e DatabaseConsistencyDatabaseipdateprotocolsoftenrequiresynchronizedime to serializetrans-
actionsor eliminateduplicateupdategfor example,in [LSW91]). Therehasbeenrecentinterestin
expandingthe domainof databaset encompassembeddedensometwork queriegBGS01],using
databaserunninginsidethe network itself.

4. Related Work

4.1.Distrib uted Clocks and Network Time Protocols

Perhapghe seminalwork in computerclock synchronizations Lamports work thatelucidategsheimpor
tanceof virtual clocks in systemswherecausalityis moreimportantthanabsolutetime [Lam7§. In his

!Davis and Geer point out in [DGT96] that, in some contexts such as Kerberos, challenge-response can take the place of accurate
timestamps.



system,computerhasa local clock which is incrementednonotonicallyafter eacheventthatit obseres.

Eachmessagesentto anothemodealsocarriesthe timestampof the sendemwith it. Whena nodereceves
amessageit advancesdts local clockits currentvalueis lessthanthe valuein thereceved messageThis

simpleschemeés enoughto guarante¢hattimestampganreconstructhetotal orderingof ary sequencef

eventsthatwerecausal.Thatis, if event A causesvent B, thetimestampof A is lessthanthetimestamp
of B.

Overtheyears,mary protocolshave beendesignedor maintainingsynchronizatiorof physicalclocks
over computemetworks [GZ89, ST87,Cri89, Mil94]. Theseprotocolsall have basicfeaturesn common:
a simpleconnectionlessessagingprotocol;exchangeof clock informationbetweerclientsandone (or a
few) seners;methoddor mitigatingthe effectsof nondeterminisnm messageelivery andprocessingand
analgorithmon the client for updatinglocal clocksbasedon informationreceved from asener. They do
differ in certaindetails: whetherthe network is kept internally consistenor synchronizedo an external
standardwhetherthe sener is consideredo be the canonicalclock, or merelyan arbiterof client clocks,
andsoon.

Mills' NTP [Mil94] standsout by virtue of its scalability robustnesgo varioustypesof failures,self-
con guration,securityin thefaceof deliberatesabotageandwidespreadieployment. NTP allows construc-
tion of a hierarchyof time seners,multiply rootedat sourcesf canonicalexternaltime (seeSectiord.2).
Levelscloserto theroot have betteraccurag andprecisionto the externalstandardbut lower levels canbe
morepopulousdueto the high degreeof fan-outpossiblefrom eachsener. Clientsaretypically childrenof
multiple higherlayer nodesusingstatisticaimethodgo determinghe bestestimateof the currenttime.

As we will seein Section6, animportantfeatureof NTP is thatit keepsa runningestimateof a client
clock's frequeng relative to an externalstandard.This facilitatesreasonablyaccuratgimekeepingduring
long periodsof disconnectedperation.

4.2.National Time Standardsand Time Transfer

Somemethodsof physicalclock synchronizatiorstrive only to maintaininternal consisteng. However,
othersdistribute time from an external standard—aniout of band” sourceof time. Frequently theseex-
ternal sourcesare the time provided by governmentagenciedasked with maintainingand disseminating
a countrys of cial time. For example,the U.S. Naval Obseratory's Time ServiceDepartmentmaintains
the of cial time of the United States.USNO's “Master Clock #2” is steeredby an ensembleof adwvanced
hydrogenmaserandcesiumfrequeng standardgMMK99]. UTC, the mostcommonlyusedinternational
standardtimescale,is basedon a weightedaverageof over 200 atomic clocks at over 50 suchnational
laboratoriegTho97. It is calculatecat BIPM (BureaulnternationaldesPoidset Mesues in Paris,France.

Many of theselaboratoriesare involved in active researchn the areaof time transfer—that is, syn-
chronizationof geographicallydistantclocks. This ability is a fundamentakrequirementor any national
laboratorywhosemissionis to transmittime to its users(citizens,the military, andsoforth). It is alsothe
technologythatenablesomputatiorof aggregatetime standardsuchasUTC. Many moderntime transfer
scheme$ave beendeveloped.

Historically speakingthey all harken backto mucholdermethods An unprecedenteguige of interest
in timekeepingwasseenn the 14th centuryasmechanicatlockssweptEurope oftenfoundin thebelfries
andtowersof city hallsandchurchegLan83. Clocksin otherformshadbeerknown for atleastathousand
yearsbeforehandsuchasthe sundialor waterdriven clepsyda. But thesenenver mechanicatlockswere
the rst to be accompaniedby automaticallyringing bells—asimple form of time transfer In 1845,the
U.S.Naval Obsenratory beganto disseminatéime by droppinga “time ball” from atopa agpole every day



preciselyat noon[BD82]. The ball wasoften usedby shipsanchoredn the Potomacriver that needeca
calibratedchronometefor navigation beforesettingout to sea[SA98].

In moderntimes,thestateof theartis in radiotimetransfemethods.The rst of theseseeroriginallyin
the 19205, wastheavoiceannounceonradiostationWWYV operatedy the Nationallnstituteof Standards
and Technology WWYV is still in operationtoday along with its more recentcousin, WWVB, which
provides computefreadablesignalsin steadof voice announcementsThe modern-dayserviceprovides
referenceso U.S.time andfrequenyg standardsvithin onepartin 10'3.

Themostactive subjectof modern-dayesearchs in two-waysatellitetimetransfer[SPK0JQ. TWSTT
allows two clocksconnectedy a satelliterelay to both computetheir offsetfrom their peer It is superior
to methodssuchasWWYV' sradiobroadcastbecausé transferis two-way insteadof solelyfrom sendeto
recever. Useof satellitesalsoallows intercontinentatime transfer TWSTT methodsareusedto connect
thetimeandfrequeny standardsf nationallaboratorieso BIPM in Franceor computatiorof international
timescales.

Satellitenavigationsystems—mostotably GPS[Kap9§—have animportantrelationshigo time. GPS
provideslocalizationserviceby allowing usersto measurdime of ight of radiosignalsfrom satellites(at
known locations)o arecever. Thesystenneedsynchronizedime for theschemeo work; it alsoprovides
one-wvay time transferto the userasa “side effect” of localization.(Recentwork hasfocusedon usingGPS
for two-waytimetransferaswell [LL99].) Althoughacompletediscussiorof thetechnicaldetailsis beyond
the scopeof this documentit is importantto note that GPSis both a userand disseminatoiof USNO's
timescale ConsumeGPSreceverscansynchronizenodeso UTC(USNO)within 200nsIMKMT99].

4.3.Methodsfor avoiding the problem

In somecasesthetime synchronizatiorproblemcanbe solved by not solving it—designingthe systemto
avoid the needfor the problemto be solved. A numberof systemsexemplify this designprinciple. Speci -
cally, it is instructve to reconsideseverallocalizationandrangingsystems(Therelationshigbetweertime
andspacds closelyintertwined;time synchronizatiorften goeshandin handwith localization.)

Many localizationsystemsestimatethe distancebetweenwo pointsby measuringhetime-of- ight of
somephenomenoiirom one point to the other Generallyspeakinga systememitsa recognizablesignal
at a senderS, thentimesthe intenal requiredfor the signalto arrive at arecever R. If the propagation
speedof the phenomenoiis known, the time measuremertanbe corvertedto distance.The fundamental
problemthatmustbe solvedis synchronizingS andR in time sothatthe propagatiordelaycanbe properly
measuredWe will brie y examinethreesystemghatsolwe this problemin threedifferentways.

Pinpoint,Inc!s RF-ID system[?] avoidsthesynchronizatiomproblemby settingS = R; thatis, making
S andR thesamenode.TheRF-ID systememitsanRF pulsewhichis modulatedy thetamgetandre ected
backto thesenderThesendeandrecever areimplicitly synchronizedy virtue of beingthe samedevice.
This allows a measuremerdf the signals round-triptime, andthereforetherangefrom the sender/receer
to thetamet.

TheGPSsatellitesystemmentionecdearlier alsolocalizeshy measuringhetime-of- ight of RFsignals.
GPSalso avoids synchronizingS (the satellites)with R (the users recever) by treatingthe clock bias
betweenS and R asanunknavn. Becausdhereare mary redundansendingsatellites,the recever can
lock onto oneadditionalsatellite,solving for its (X, Y, Z, T') insteadof only (X,Y, Z). As we discussed
earlierin Section3.1,this only worksby virtue of the senderdeingsynchronizedvith eachother

Finally, ORL s Active Bat systenfWJH97] synchronizes with R by usinga synchronizationmodality
differentfrom the measuremenmodality In their system modulocertaindetails,S simultaneoushemits



a (fast)RF pulseanda (slow) ultrasoundpulse. Thetime of ight of the RF pulseis nggligible compared
to that of the ultrasound.The RF pulsecanbe consideredhn instantaneouphenomenorthat establishes
synchronizatiorbetweenS and R with respecto theultrasoundpulse.

Of coursethelocalizationapplication(andtheseémplementationgn particular)areonly representate.
Marny othersystemsusesimilar designsto avoid the needfor synchronizedtlocks. For example,in the
LOCUSdistributedoperatingsysten]PWB*87), consisteng of distributed lesystemoperationss ensured
by dynamicallyselectinga singlenodeasa synchronizatiompointfor a particular le-descriptor By forcing
all le operationgo go throughthe synchronizatiorpoint, no clock syncis neededo achieze maintaina
consistenview of thetotal orderingof le events.

5. Sensor Network Time

5.1.The Needfor SomethingNew

We aguedin Section3 thatit is importantfor sensometworksto have accesgo synchronizedime. How-
ever, in Section4, we describeda wide variety of methodsfor synchronizingtime. Is somethingnewn
needed?

To answerthis question,we it is importantto rst considerwhat sort of synchronizatiora sensor
network needs Becauseof the highly application-speci cnatureof a given network, it is hardto male
generalizations—ti evenwithin a singleapplication time syncis neededat mary layers,eachwith its on
requirementskFor example,considerall the potentialusesof time-syncin anobjecttrackingsystem:

¢ A single detectionof the taget might be performedby a beamformingarray designedo localize
the sourceof sound,suchasthatdescribedoy YHRCL in [YHR T98]. Thearraydescribedsharesa
commortime baseby virtue of thefactthattheaudiodataareall fed to the sameprocessorFor such
anarrayto beimplementedbn afully distributed setof autonomousvirelesssensorspetwork time
synchronizatiors neededThis synchronizatiorwould requiremaximumerrorof about100usecbut
couldbelimited in lifetime andlocalin scope.

e Multiple positiondetectionscanbe integratedinto speedanddirectionestimates.The timebasee-
guiredfor thiscomputatiomeedgo belongerin lifetime thantheabove, andlargerin scopgprobably
encompassingeveralhops,radio-wise).The maximumerroris connectedo the speedf thetamget,
ratherthanthe speedf sound.

e We discussedhe importanceof aggregation in sensometworks in Section3.3. Informationabout
the tamget collectedfrom all over the network needsto be aggreatedand processedhierarchically
in lieu of simply sendingall the raw databackto a singleaggrgationpoint. Partially summarized
datamay arrive at an aggreation point that consistsof readingsoriginally collectedfrom a very
distantnode. Although the synchronizatiorerror tolerancedor this kind of aggregationwould be
very relaxed comparedo beam-formingthe timebaseneedsto be muchlargerin scopeand much
longerin lifetime—perhapgvenpersistent.

e Interactionswith users(e.g., “What was heresometime around4A.M.?” arelikely to have very
relaxed error constraints(secondsperhapseven a minute), but—unlike other examples—requires
externalsynchronizationtatherthanjustinternalconsisteng



Of courseunderlyingall of theserequirementd the ever-presenneedfor enegy-efciency. Ignorance
of this requirementwhile entirely justi ed in traditional contets, is the Achilles' heel of mostexisting
time synchronizatioomethods AlthoughprotocolssuchasNTP areconserative in their useof bandwidth,
they areextremelyinef cient in thisnew context whereradiosconsumesigni cant power evenby passiely
listeningfor messagef?KO00].

Costandform-factorarealsoimportantrestrictions.The smallestnodesin a network will, perhapsbe
disposableandsmallenoughto be attachedlirectly to the phenomenahatthey aremonitoring. Theseare
unlikely to have roomin their packagingor budgetsthatallows anything morethana local oscillatoranda
short-rangeadio.

We concludethereforethatnoexistingmethodmeetsa sensonetapplications diversesynchronization
requirementsvhile still beingcompatiblewith the network's enegy budget,coststructure andform factor

Somethinghew is neededBut what?

5.2.DesignPrinciples

While our earlierdiscussiorhighlightsthe inadequag of currentmethodsijt alsogivesstructureto solu-
tions. In this sectionwe outlinethe generadesignprinciplesunderwhichwe planto developnenv methods
of time synchronizatiordfor sensomnetworks.

5.2.1 Multi-modal synchronization

The heterogeneityn the synchronizatiorrequirementscrossand within sensometwork applicationsis
daunting.Evenwithout the constraintof limited enegy, cost,andform-factor no singlemethodis likely
to meetevery one of theserequirements.With theseextra constraints, nding sucha methodseemsa
completelylostcause.

Becausaét is impossiblefor ary singlesynchronizatiormethodto appropriatén all situations sensors
shouldhave multiple methodsavailable. By modifying existing methodsdevelopingnen ones,andeven
composingtheminto dervative methodswe hopeto provide an entire paletteof time syncmethodshat,
takentogethercoversa goodportionof the parametespacene describedn Section2.

A multi-modalsolutionis alsoa goodchoicefor building a systemthatis enegy-efcient. If anodecan
dynamicallytradeerrorfor enepy, or scopefor corvergencetime, it canavoid “paying” for somethinghat
it doesnt need. Ideally, the algorithmsshouldalsobe tunable—allowing ner control over an algorithm
thansimply turningit on or off. Our goalis to implementandcharacterize setof methodgich enoughso
thatall applicationswill have oneavailablethatis necessarandsufcient for its needs.

5.2.2 Tiered architectures

AlthoughMoore's law predictsthathardwarefor sensometworkswill inexorablybecomesmaller cheaper
and more powerful, technologicaladvanceswill never prevent the needto make tradeofs. Even asour
notionsof metricssuchas“fast” and“small” evolve, therewill alwaysbecompromisesnodeswill needto
befasteror moreenegy-efcient, smalleror morecapablecheapeor moredurable.

Insteadof choosinga singlehardware platformthatmakesa particularsetof compromiseswe believe
an effective designis onethatusesa tiered platform consistingof a heterogeneousollectionof hardware.
Larger, fastey andmoreexpensve hardware (beaconsaggreationpoints)canbe usedmoreeffectively by
alsousingsmaller cheaperandmorelimited nodegsensorstags).An analogycanbe madeto thememory
hierarchycommonlyfound in desktopcomputersystems.CPUstypically have extremely expensve, fast
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on-chipcache,bacled by slower but larger L2 cache,main memory and ultimately on-disk swap space.
This organizationcombinedwith atendenyg in computatiorfor locality of referenceresultsin amemory
systenthatappears$o be aslargeandascheap(perbyte)astheswapspacehut asfastastheon-chipcache
memory In sensomnetworks, wherelocalizedalgorithmsarea primary designgoal, similar bene tscanbe

realizedby creatingthe network from a spectrunof hardwarerangingfrom small,cheapandnumerousto

large, expensve, andpowerful.

Thesmallesinodesareunlikely to have little morethanalocal oscillatoranda short-rangeadio. How-
ever, they canbe supportedy othernodesn the network thatarebetterendaved, with longerrangeradios
capableof synchronizingvith moreremotepartsof thenetwork, orin somecasesith externaltime sources
suchasGPSor WWVB.

5.3.0ur Approach

Usingtheseprinciplesasa guide,we arebuilding new time synchronizatiorservicesor sensometworks.
Speci cally, we are

Extendingexisting syncmethodgo beenegy-avare

Developingnew syncmethodsjncludingcompositionf basicmethods

Characterizingur newn techniquesn the parametespacene de ned

Building atestbedo realizeour methodswith actualapplications

Startingdown this path,we have developeda techniquecalled post-factosyndironizationto reconcile
the needof mary applicationsor accuratesensoreventtimestampawith the desireto keepthe nodeoff in
orderto consere enegy. In thenext sectionwe describahistechnigueandanexperimenthatcharacterizes
its performance.

6. Post-Facto Synchronization

To save enepgy in a sensometwork, it is a desirableto keepnodesin a low-power state,if not turnedoff
completely for aslong as possible. Sensometwork hardware is often designedwith this goal in mind;
processohave various“sleep” modesor are capableof poweringdown high-enegy peripheralsvhennot
in use.

Thistypeof designis exempli ed by theWINS platform[ADL +9§], which hasanextremelylow-power
“pre-processorthatis capableof rudimentarysignalprocessingNormally, theentirenodeis powvereddown
exceptfor the pre-processoWhenthe pre-processodetectsa potentiallyinterestingsignal,it powerson
the generalpurposeprocessofor furtheranalysis. The CPU, in turn, canpower on the nodes radioiif it
determineghataneventhasoccurredthatneedso bereported.

Suchdesignsallow the componentghat consumethe mostenegy to be powveredfor the leasttime,
but alsoposesigni cant problemsif we wish to keepsynchronizedime. Traditionalmethodsry to keep
the clock disciplinedat all timesso that an accuratdimestampis always available. What happensf the
radio—ourexternalsourceof time andfrequeng standards—isontinuouslyoff for hoursatatime?Or, in
the caseof a platformlike WINS, whatif the general-purposprocessothatknows how to disciplinethe
clockis alsooff?
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Our solutionto this problemis post-factosyndironization In our schemenodes'clocksarenormally
unsynchronizedWhena stimulusarrives,eachnoderecordgshetime of thestimuluswith respecto its own
local clock. Immediatelyafterwards,a“third party” node—actingasa beacon—broadcaséssynchroniza-
tion pulseto all nodesin the areausingits radio. Nodesthatreceve this pulseuseit asaninstantaneous
time referenceandcannormalizetheir stimulustimestampswith respecto thatreference.

This kind of synchronizations not applicablein all situations,of course:it is limited in scopeto the
transmitrangeof thebeacorandcreate®nly an“instant” of synchronizedime. This makesit inappropriate
for anapplicationthat needso communicatea timestampover long distancesor times. However, it does
provide exactly the servicenecessaryor beam-formingapplications|ocalizationsystemsandothersitua-
tionsin which we needto compareherelative arrival timesof asignalat a setof spatiallylocal detectors.

6.1. ExpectedSourcesof Err or

Therearethreemain factorsthat affect the accurag andprecisionachiezable by post-facto synchroniza-
tion. Roughlyin orderof importancethey are: recever clock skew, variabledelaysin the recevers,and
propagatiordelayof the synchronizatiompulse.

e Skew in the recevers' local clocks. Post-hcto synchronizatiorrequiresthat eachrecever accu-
rately measurethe intenal that elapsesetweentheir detectionof the event andthe arrival of the
synchronizatiorpulse. However, nodes'clocksdo not run at exactly the samerate, causingerrorin
thatmeasuremensinceclock skew amongthegroupwill causeheachiazableerrorboundto decay
astime elapsedetweerthe stimulusandpulse,it is importantto minimizethis intenal.

Oneway of reducingthis erroris to useNTP to disciplinethe frequeng of eachnodes oscillator
Thisexempli es ourideaof multi-modalsynchronizationAlthoughrunningNTP “full-time” defeats
oneof theoriginal goalsof keepingthe mainprocessoor radiooff, it canstill beusefulfor frequenyg
discipline(muchmoresothanfor phasecorrection)at very low duty cycles.

e Variable delayson the recevers. Evenif the synchronizatiorsignal arrives at the sameinstant
at all recevers, thereis no guarantedhat eachrecever will detectthe signal at the sameinstant.
Nondeterminismin the detectionhardware and operatingsystemissuessuchas variableinterrupt
lateny can contribute unpredictabledelaysthat areinconsistentacrossrecevers. The detectionof
theeventitself (audio,seismicpulsesgtc.) mayalsohave nondeterministidelaysassociatedith it.
Thesedelayswill contrikute directly to the synchronizatiorerror

Our designavoids error dueto variabledelaysin the senderby consideringthe senderof the sync
pulseto bea “third party’ Thatis, the receversareconsideredo be synchronizednly with each
other notwith thebeacon.

It is interestingto note that the error causeddy variabledelayis the sameirrespectie of the time
elapsedetweertheeventandthesyncpulse.Thisis in contrasto errordueto clock skew thatgrows
overtime.

e Propagation delay of the synchronization pulse. Our methodassumeghat the synchronization
pulseis anabsoluteime referenceat the instantof its arrival—thatis, thatit arrivesat every nodeat
exactlythesameime. In reality, thisis notthe casedueto the nite propagatiorspeedf RF signals.
Synchronizatiowill never be achiezablewith accurag betterthanthe differencein the propagation
delaybetweerthevariousreceversandthe synchronizatiorbeacon.
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This sourceof error makesour techniguemostusefulwhencomparingarrival timesof phenomena
thatpropagatanuchmoreslowly thanRF, suchasaudio. The six-orderof-magnitule differencein
thespeedf RFandaudiohasbeensimilarly exploitedin thepastin systemsuchasthe ORL sActive
Bat[WJH97] andGirod's acoustiaange nder[Gir0Q].

6.2.Empirical Study

We designedanexperimentto characterizeéhe performancef our post-bictosynchronizatioschemeThe
experimentattemptgo measurehe source®f errordescribedn the previoussectionby deliveringa stimu-
lusto eachreceveratthesamanstant,andaskingthereceversto timestamphearrival time of thatstimulus
with respecto a synchronizatiorpulsedeliveredvia the samemechanismldeally, if thereareno variable
delaysin the receversor skew amongthe recevers' local oscillators,the timesreportedfor the stimulus
shouldbeidentical.In reality, thesesourcef errorcausehedispersioramongthereportedimesto grov

asmoretime elapsedetweerthe stimulusandthe syncpulse. The decayin theerrorboundshouldhappen
moreslowly if NTP is simultaneouslysedto disciplinethe frequeng of therecevers' oscillators.

We realizedthis experimentwith onesendeandtenrecevers,eachof whichwasordinaryPChardware
(Dell OptiPlex GX1 workstations)yunningthe RedHatLinux operatingsystem. Eachstimulusandsync
pulsewasa simpleTTL logic signalsentandreceied by the standard®C parallelport? In eachtrial, each
recever reportedits perceved elapsedime betweenthe stimulusand synchronizatiorpulseaccordingto
the systemclock, which haslusecresolution.We de ned the dispersiorto bethe standardieviation from
the meanof thesereportedvalues. To minimize the variable delay introducedby the operatingsystem,
thetimesof the incomingpulseswererecordedby the parallelportinterrupthandlerusinga Linux kernel
module.

In orderto understandhow dispersioris affectedby thetime elapsedetweerstimulusandsyncpulse,
wetestedhedispersiorfor 21 differentvaluesof thiselapsedime, rangingfrom 24 usecto 224 usec(16usec
to 16.8seconds)For eachelapsed-timevalue,we performeds0 trials andreportedthe mean.Thesel, 050
trials wereperformedin arandomorderover the courseof onehourto minimize the effectsof systematic
error(e.g.changesn network actiity thataffectinterruptlateng).

For comparisonthis entireexperimentwasperformedn threedifferentcon gurations:

1. Theexperimentwasrunonthe“raw clock”: thatis, while therecevers' clockswerenot disciplined
by ary externalfrequenyg standard.

2. An NTPv3clientwasstartedon eachrecever andallowedto synchronizgvia Ethernet}o ourlab's
stratum-1GPSclock for tendays.The experimentwasthenrepeatedvhile NTP wasrunning.

3. NTP's externaltime sourcewasremoved, andthe NTP daemonwasallowed to free-runfor several
daysusingits last-knavn estimate®f thelocal clock's frequeng. Theexperimentwasthenrepeated.

To compareour post-ficto methodto the error boundachievable by NTP alone,we recordedwo dif-
ferentstimulus-arwal timestampavhenrunningthe experimentin Con guration 2: the time with respect
to the syncpulseandthetime accordingo the NTP-disciplinedocal clock. Similar to the othercon gura-
tions,adispersiornvaluefor NTPwascomputedor eachstimulusby computingthe standardieviationfrom
the meanof thereportedtimestampsThehorizontalline in Figurel is the meanof thosel,050dispersion
values—101.7Qsec.

2This was accomplished using the author’s parallel port pin programming library for Linux, parapin , which is freely available
at http://www.circlemud.org/jelson/software/parapin
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Figure 1: Synchronization error using post-facto time synchronization without external frequency discipline, with
discipline from an active NTP time source, and with free-running NTP discipline (external time source removed
after the oscillator’s frequency was estimated). These are compared to the error bound achievable with NTP alone
(the horizontal line near 100usec). The breakpoint seen near 50msec is where error due to clock skew, which grows
proportionally with the time elapsed from stimulus to sync pulse, overcomes other sources of error that are independent
of this interval. Each point represents the dispersion experienced among 10 receivers, averaged over 50 trials.

Our resultsareshovn in Figurel. 3

6.3.Discussion

Theresultsshavn in Figure 1 illuminate a numberof aspectf the system. First, the experimentgives
insightinto the natureof its error sources.The resultswith NTP-disciplinedclock caseare equvalentto
undisciplinedclockswhenthe intenal is lessthanax 50msec,suggestinghatthe primary sourceof error
in thesecasesds variabledelayson therecever (for example,dueto interruptlateny or the samplingrate
in theanalog-to-digitatorversionhardwarein the PC parallelport). Beyond50msecthetwo experiments
diverge, suggestinghatclock skew becomeshe primary sourceof erroratthis point.

Overall, the performanceof post-facto synchronizatiorwas quite good. WhenNTP wasusedto dis-
cipline the local oscillators frequeng, an error boundvery nearto the clock’s resolutionof 1usecwas
achieved. This is signi cantly betterthanthe 100usecachiered by NTP alone. Clearly the combination
of NTP'sfrequeng estimationwith the syncpulses instantaneouphasecorrectionwasvery effective. In-
deed the multi-modalcombinations maximumerroris betterthaneithermodecanachieve alone.We nd
thisavery encouragingndicatorfor the multi-modalsynchronizatioriramevork we proposedat theendof
Section5.

WithoutNTP discipline thepost-fictomethodstill performsreasonablyvell for shortintenalsbetween
stimulusandsyncpulse. For longerintenals, we are at the merg/ of happenstancehe errordependsn
the naturalfrequencie®f whatever oscillatorswe happerto have in ourrecever set.

3“The joy of engineering is to find a straight line on a double logarithmic diagram.” ~Thomas Koenig
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Perhapshe mostexciting result,nowvever, is shavn in theexperimentwhereNTP disciplinedthenodes'
local clocksusingonly the last-knavn-estimateof frequeng, afterthe externaltime sourcewasremoved.
Theachierableerrorboundwaslyusec:thelimit of ourclock's resolutionand,moreimportantly exactly the
sameastheresultwith NTP andanactive externaltime standard This resultis importantbecausét shavs
thatextremelylow-enepgy andlow-errortime synchronizatioris possible:afteraninitial frequeng-training
period, nodesmight be ableto keeptheir radiosoff for daysandstill instantlyacquirea timebasewithin
1usecwhenan eventof interestarrives. Thatresultis madepossibleby the multi-modalsynchronization;
thefrequeng correctionprovidedby free-runningNTPis notgoodenougho keepclockspreciselyin phase
over time dueto accumulatedbrrot (In the free-runningNTP experimentthe accurag of the timestamps
whennotnormalizedby the syncpulsewasonly in thetensof milliseconds.)

All of theseresults,while encouragingdo comewith a numberof caveats. Our experimentsresults
were performedunderidealizedlaboratoryconditions,using (equal-lengthablesto directly connectthe
sendetto therecevers. Realworld conditionswill requirewirelesslinks thatarelikely far morecomple
with moreopportunitiedor variabledelay In addition,therelatvely constanambienttemperatureeduced
the oscillators'frequeng drift over time. A real sensometwork deplg/ed outdoorsmight not be ablelet
NTP free-runwithout anexternaltime sourcefor aslong aswe did in our experiment.

7. Work Plan

Although the experimentwe have describeds encouragingijt is only a preliminary study Therearea
large numberof possiblefuture directionsfor researchwe have focusedonly on somethatseemthe most
promisingandinteresting.

Our plannedwork for thefuturefalls into threemain cateyories. First, we wish to developandcharac-
terizenaw time synchronizationmethods We alsoplanto characterizéraditionalsynchronizationmethods
for the purposeof comparisonSecondwe would like to implementa working systemasproof-of-concept.
Speci cally, wewill developatestbedhatcantrackthemotionof objectsthrougha eld of sensorsthisap-
plicationwill demonstratéwo differenttime synchronizationn differentcontets. Finally, we will explore
methodsthat might allow a runningsystemto adaptto new applicationsand conditionsby automatically
selectinghetime synchronizatioimethodghataremostappropriate.

7.1.Developmentand characterization of time syncmethods

An importantgoal of our work is to provide a paletteof time sync methodsto applicationsthat coversa
good portion of the parameteispacewe describedn Section2. Becauset is impossiblefor ary single
synchronizatioimethodto appropriatén all situations sensorshouldhave multiple methodsavailable. If
a nodecandynamicallytradeerror for enegy, or scopefor cornvergencetime, it canavoid “paying” for
somethinghatit doesnt need.ldeally, the algorithmsshouldalsobetunable—allowing ner controlover
analgorithmthansimply turningit on or off.
Towardsthis goal, we plan to continuethe developmentof sync methodsand their characterization

alongthe axeswe describedearlier In addition,we planto morefully characterizehe “traditional” time
syncmethoddor comparisonOur speci ¢ plansfor furtherdevelopmentandexperimentdollows.

e We planare-implementatiomf our post-fictopulsesynchronizatiorexperimenton hardwarethatis
moreakin to hardwarethatwill befoundin sensometworks: slower, lower-power nodesthat have
wirelessradiolinks. While usingPCswith wired stimuli andeventdelivery did provide animportant
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proof-of-concepandencouragingesults wewishto investigateheeffectson errorof factorssuchas
slower clock speedsyariablelateny of radios,andnondeterminisnintroducedoy radio propagation
anomaliesWe planto dothesetestsusingthe wirelesssensomnetwork testbedn placeaspartof the
relatedSCADDSproject|EGHK99, CEE'01].

Thereare mary interestingdimensionsof pulsesynchronizatiorthat we did not explore with our
initial experiment. For example,what are the effects on error of scalingup the numberof nodes,
the duty cycle of the nodesor changesn theambienttemperatureMarny of thesequestioncanbe
answerevith alarger, truly untetheredestbed.

An evena morebasicquestionthatwe would like to answeris: whatis the bestmodality for a syn-
chronizatiornpulse?We shouldnot assumehata radiosignalis the best(e.g.,mostdeterministically
detected)node. We plan a simpleexperimentto testthe detectiondeterminismof othermodesnot
yet examined,suchasusinga strobelight to trigger remotephotodiodes.By usinga multichannel
oscilloscopeo comparethe dispersionin triggeringtimes of variousmodes(e.g., the strobelight,
radioswith variousMAC layers,andwired stimuli), we canget an interestingpicture of how the
detectiormodalitiesthemselescontritute to the overall systems errorbudget.

Additional(related}ime-synchronizatiomethodswill bedevelopedbasedntheexisting primitives.
Speci cally, we wish to investigatesyndironizationpulsechaining Pulsechainingis an extension
to the pulsesyncmethodwe describecearlier Standardpulsesynchronizations only effective for
creatinga synchronizedimebasewithin the transmitradiusof a singlebeacon.However, if certain
recevers‘relay” thepulse—retransmitting to anew setof receversoutsidetherangeof theoriginal
beacon—thecopeof thetimebasecanbe expanded.The pulsemayberelayedmary timesto make
thescopeof thetimebasdargerandlarger

Naturally eachlink in this synchronizatiorchainwill accumulateerror. Our planis to understand
how this erroraccumulategasthe sizeof the synchronizedareaincreasesThis “maximumerrorvs.
distance’is analogougo the“maximumerrorvs.time” experimentwe describedn Section6.

We will characterizesomeexisting methodgfor acquiringtime alongthe sameaxes(suchasscope,
maximumerror, lifetime, etc.) thatwe have usedto evaluateour own time syncmethods.This will
allow a for a moreinformedcomparisorof our methodswith relatedwork in the area. Our exper
iment's comparisorof pulsesynchronizatiorwith NTP is one exampleof this kind of comparison;
we would like to make similar statementsvith respecto systemsuchasGPS,WWV/WWVB, and
GPS-via-CDMA.

7.2. Testbedimplementation as proof-of-concept

Although experimentghat characterizeour methodsareimportant,we alsothink it is importantto imple-
mentanactualapplicationusingthesemethodsasa proof-of-conceptTherefore the secondmajorportion
of our plannedwork is theimplementatiorof a testbedthatdemonstratesur time syncalgorithmsin the
contet of asensingapplication.

Our proposedestbedapplicationis tradking of coopeative objectsthrougha sensoreld. A “cooper

ative” objectis onethatwantsto betracked; thatis, the objecthasbeenaugmentedn a way that malkesit
easierto localize. The goalis to build sensometwork thatwill reportto a userthe locationandspeedof
the cooperatie objectovertime. Thesensoreld will betruly distributed: thatis, its geographicspanwill
preventary singlenodefrom broadcasting radiomessagglobally.
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Theapplicationwe proposewill build onGirod's prototypeacoustiadange nder{Gir00]. Hisrange nder
usesdigital signalprocessingechniquego accuratelydeterminethe time of arrival of a speciallyformed
sound.(Thesounds a“chirp” thatis modulatedby a sendeto make it moreeasilydetectedy therecever)
If the senderandrecever aresynchronizedn time, Girod's techniqueallows accurataleterminatiorof the
time of ight of soundbetweentwo points.This,in turn,leadsto anaccuratagangeestimatebetweerthem.

In cooperatiorwith Girod, we planto usepost-fictotime synchronizatiorio facilitate measuremertuf
thetime of ight of soundfrom anaudiosourceto a setof recevers—notjust a singlerecever—allowing
themto trilaterate At ary giveninstant,this techniquewill reportinstantaneoupositionin a coordinate
systemde ned by the sensors. As the object moves throughthe sensor eld, mary suchlocalization
measurementsanbetakenandintegratedto form anestimateof velocity.

This experimentdemonstratetwvo aspect®f ourtime synchronizatiorservices:

e Post-ActosynchronizationThepost-fictosyncwe have developed(asdescribedkarlierin this paper)
allows alocalizedsetof receversto createan ephemerasynchronizatiorwith a maximumerror of
1usec.Thisis exactly whatthetrilateration/localiation serviceneeds.

e Pulsechaining.In orderto integrateaseriesof thesdocalizationmeasuremenisvertime, thesensors
mustbe ableto sharea timebaseahatis wider in scopeandlongerin lifetime. However, sincethe
objectwill be moving relatively slowly, the maximumerror constraintis considerablywealer (e.g.,
on the orderof 10's or even 100's of milliseconds). Pulsechaining makes exactly this tradeof:
chainingtogethera seriesof local, ephemeralimebaseto alargerscopeandlongerlastingone,at
theexpenseof accumulateerror.

We believe this experimentto be an effective demonstratiommn severalfronts:
e Evenansingleapplicationcanoftenhave avariety of time-syncneeds.

e Meetingthesedisparateneedsby using a variety of time-syncmethodsresultsin a more enegy-
ef cient andlessexpensve systenthana singlesyncmethodthatwould beforcedto meetthe union

of all requirements.

e Sensomnodescansometimeschiare advancediime-syncwithoutthe needfor additionalspecialized
hardware.

7.3.Exploration of methodsfor tuning and automatic modality selection

There are additional future directionsthat we wish to pursue,thoughtime may not permit a complete
explorationof thesedetailsin the context of anactualimplementationWe planto examinesomeof these
issuedn thecontet of simulationor modelinginstead.Speci cally:

e Our vision is that nodescan save enegy by selectinga time synchronizatiormethodthat is both
necessarandsufcient for its needs.ldeally, thosemethodsshouldalsobe tunable—allowing ner
controlover analgorithmthansimply turningit on or off. Tunabilitywill allow applicationgo tailor
a syncmethod,makingthe gapbetweenwhat's needecandwhat's provided even smaller Through

*In this experiment, we assume that each sensor is preprogrammed with its position in some global coordinate system. In
the context of a testbed meant to demonstrate time synchronization, this assumption is a reasonable one. In parallel, Girod is
developing techniques that allow a distributed federation of sensors to dynamically create a self-consistent coordinate system.
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somesimpleexperimentatioror simulation,we would like to studythe gainsthat might be realized
throughtuning.

Onesuch“tuning knob” that might be possibleis in selectingthe numberof nodesthat participate
in a federationof synchronizedhodes. Many time-standardge.g., UTC(USNO), the U.S. Naval

Obsenatory's realizationof UTC), usealarge ensembl®f clocksanddynamicallychoosehebestin

orderto improve precision. Will addingadditionalbeaconsnale post-facto synchronizatiorbetter

at the expenseof moreenegy expendedby the additionalnodesthatare participating?If so,thisis

anotheiinterestingenegy-errortradeof.

e Until now, we have assumedhata paletteof syncmethodsareavailableto applicationsandthe exact
methodusedis selectedy the systemdesignerat design-time.ls it possiblefor the systemto adapt
by dynamicallyselectingthe bestalgorithmwhile it's running? Is it possiblefor an applicationto
automaticallyturnthetuningknobsdescribedecarlier?

8. Conclusions

Time synchronizatioris a critical pieceof infrastructurefor ary distributed system. Distributed, wireless
sensometworks make heary useof synchronizedime, but often have uniquerequirementsn the scope,
lifetime, and maximumerror of the synchronizatiorachiezed, aswell asthe time andenegy requiredto
achieve it. Existingtime synchronizatioomethodseedto be extendedto meetthesenew needs.

We have presentecinimplementatiorof our own sensometwork time synchronizatiorschemepost-
facto syndironization This methodcombinesthe oscillatorfrequeng discipline provided by NTP with
an instantaneoughasecorrectionprovided by a simple synchronizatiorsignal sentby a beacon. Our
experimentshave shavn timing error for a group of 10 nodesto be boundednearthe limit of our clock
resolutionof 1usec.

An importantadditionalresultis thatthe sameerrorboundwasachiezedevenwhenNTP no longerhad
anactive externaltime or frequenyg standardafteraninitialization periodwhenit wasallowedto estimate
thelocal oscillators frequeng error Thisis critical for sensometworkswherelimited enegy reseresand
the high enegy costof operatinga wirelessradio make standardN TP unsuitablgor long-lived, low-power
operation.

Although our currentresultsare a preliminary laboratorystudy we believe that post-facto synchro-
nization over wirelessradioswill be ableto supportthe sameinstantaneousreationof a short-lived but
low-error synchronizedimebaseaver after a long period of radio silence. We proposeongoingresearch
wherewe can

e Move our experimentfrom thelab to realsensomnetwork nodesanddevelopadditionalmethods;

Characterizeur methodsandtraditionalmethodsaccordingio appropriatenetricsfor comparison;

Prove thesemethodsareapplicableto realsystemdy building anapplicationtestbedand

Exploreadditionalissuessuchastuningandvoting throughsimulationandmodeling.
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