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Abstract

Time synchronization is a critical piece of infrastructure for any distributed system. Distributed,
wireless sensor networks make extensive use of synchronized time in many contexts—for example, in
forming TDMA schedules, integrating a time-series of proximity detections into a velocity estimate, in
detecting redundant detections of a phenomenon from multiple sensors, and in distributed beamforming
systems. The variety of uses leads to highly varied and non-standard requirements in the scope, lifetime,
and maximum error of the synchronization achieved, as well as the time and energy required to achieve
it. Existing time synchronization methods were not created with wireless sensor networks in mind, and
need to be extended or redesigned to meet the new requirements and constraints.

Our proposed work centers around the development of new time synchronization methods, their
characterization according to metrics relevant to wireless sensor networks, and a proof-of-concept im-
plementation of an application that makes use of our synchronization primitives. In this proposal, we first
describe a number of metrics that we have found useful for the characterization of time synchronization
services. Using these metrics, we describe existing services, and compare them to the synchroniza-
tion requirements of future sensor networks. We also present an implementation of our own low-power
synchronization scheme, post-facto synchronization, and describe an experiment that characterizes its
performance for creating short-lived and localized but high-precision synchronization using very little
energy. Finally, we describe our work plan.
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1. Introduction

1.1.Wir elessSensorNetworks

Recentadvancesin miniaturizationand low-cost, low-power designhave led to active researchin large-
scale,highly distributedsystemsof small,wireless,low-power, unattendedsensorsandactuators[ADL

�

98,
KKP99,EGHK99]. Thevision of many researchersis to createsensor-rich “smartenvironments”through
plannedor ad-hocdeploymentof thousandsof sensors,eachwith a short-rangewirelesscommunications
channel,andcapableof detectingambientconditionssuchastemperature,movement,sound,light, or the
presenceof certainobjects.

While this new classof distributed systemshasthe potentialto enablea wide rangeof applications,
it alsoposesseriousdesignchallenges,describedmore fully by KKP [KKP99] andEGHK [EGHK99].
The sheernumberof thesedevicesmakesglobal broadcastingundesirable;wirelessnodes'limited com-
municationrangerelative to the geographicareaspannedby the systemoften makesglobal broadcasting
so inef�cient that it is infeasible. As a consequence,many argue that nodesmust dependon localized
algorithms—makingcontroldecisionsbasedsolelyon interactionswith neighbors,without globalsystem
knowledge[EGHK99, IGE00].

Anotherimportantfeaturethatdistinguishessensornetworksfromtraditionaldistributedsystemsis their
needfor energyef�ciency. Many nodesin theemergingsensorsystemswill beuntethered, having only �nite
energy reservesfrom a battery. Unlike laptopsor otherhandhelddevicesthatenjoy constantattentionand
maintenanceby humans,thescaleof a sensornet's deploymentwill make replenishmentof thesereserves
impossible.This requirementpervadesall aspectsof thesystem's design.For example,nodesmustremain
off or in a low-power stateasoftenaspossible;whenon, they mustmaximizetheusefulnessof every bit
transmittedor received[PK00].

1.2.Time Synchronization

Time synchronizationis a critical pieceof infrastructurefor any distributedsystem.Distributed,wireless
sensornetworks make particularlyextensive useof synchronizedtime: for example,to integratea time-
seriesof proximity detectionsinto avelocityestimate[CEE

�

01]; to measurethetime-of-�ight of soundfor
localizingits source[Gir00]; to distributea beamformingarray[YHR

�

98]; or to suppressredundantmes-
sagesby recognizingthatthey describeduplicatedetectionsof thesameeventby differentsensors[IGE00].
Sensornetworksalsohavemany of thesamerequirementsastraditionaldistributedsystems:accuratetimes-
tampsareoftenneededin cryptographicschemes,to coordinateeventsscheduledin thefuture,for ordering
loggedeventsduringsystemdebugging,andsoforth.

Thebroadnatureof sensornetwork applicationsleadsto timing requirementswhosescope,lifetime,and
maximumerror differ from traditionalsystems.In addition,many nodesin the emerging sensorsystems
will beuntetheredandthereforehave smallenergy reserves.All communication—evenpassive listening—
will have a signi�cant effect on thosereserves. Time synchronizationmethodsfor sensornetworks must
thereforealsobemindful of thetimeandenergy thatthey consume.

In this paper, we arguethat theheterogeneityof requirementsacrosssensornetwork applications,the
needfor energy-ef�ciency andotherconstraintsnot found in conventionaldistributed systems,andeven
thevarietyof hardwareonwhichsensornetworkswill bedeployed,makecurrentsynchronizationschemes
inadequateto the task. In sensornetworks, existing time synchronization methods will need to be
extendedand combinedin new waysin order to provide service that meetsthe needsof applications
with the minimum possibleenergy expenditures. Thedevelopmentof thesenew methodsis thecoreof
ourproposal.
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We will alsopresentour ideafor post-factosynchronization, an extremelylow-power methodof syn-
chronizingclocksin a local areawhenaccuratetimestampsareneededfor speci�c events.We alsopresent
anexperimentthatsuggeststhismulti-modalschemeis capableof achieving amaximumerroron theorder
of

���
sec—anorderof magnitudebetterthaneitherof the two modesof which it is composed.Thesere-

sultsareencouraging,althoughstill preliminaryandperformedunderidealizedlaboratoryconditions.We
believe thatourpilot studylendsweightto ourmethodsandthatfurtherinvestigationis warranted.

We begin our discussionin Section2, describinga numberof metricsthatcanbeusedto classifyboth
the typesof serviceprovided by synchronizationmethodsand the requirementsof applicationsthat use
thosemethods.In Section3, we justify in moredetail theneedfor synchronizedtime in sensornetworks.
Relatedwork is reviewed in Section4. Section5 argueswhy theexisting work in the �eld is insuf�cient
for usein thenew sensornetwork regime,andoutlinesourproposedcontributions.Section6 describesour
post-factosynchronizationtechniqueandpresentsan experimentthat characterizesits performance.Our
proposedthesiswork planis describedin detail in Section7, andconclusionsaredrawn in Section8.

2. Metrics and Terminology

Beforestartingour discussionin earnest,we will �rst de�ne a setof metricsthat we have found useful
for characterizingtime synchronizationin sensornetworks. In studyingbothmethodsandapplications,we
have found� vemetricsto beespeciallyimportant:

� MaximumError—eitherthedispersionamonga groupof peers,or maximumdeviation of themem-
bersfrom anexternalstandard.

� Lifetime—whichcanrangefrom persistentsynchronizationthatlastsaslongasthenetwork operates,
to nearlyinstantaneous(useful,for example,if nodeswantto comparethedetectiontime of a single
event).

� Scopeand Availability—the geographicspanof nodesthat aresynchronized,andcompletenessof
coveragewithin thatregion.

� Ef�ciency—thetimeandenergy expendituresneededto achieve synchronization.

� Costand Form Factor—which canbecomeparticularlyimportantin wirelesssensornetworks that
involve thousandsof tiny, disposablesensornodes.

Theservicesprovidedby differenttime synchronizationmethodsfall into many disparatepointsin this
parameterspace.All of themmake tradeoffs—nosinglemethodis optimalalongall axes.

To illustratetheuseof thesemetrics,considerthetime serviceprovidedby theU.S.GlobalPositioning
System[Kap96] (describedin moredetail in Section4). ConsumerGPSreceiverscansynchronizenodes
to a persistent-lifetimetime standardthat is Earth-widein scopewithin a maximumof 200ns[MKMT99].
However, GPSunits often cannot be used(e.g., insidestructures,underwater, during Mars exploration),
canrequireseveralminutesof settlingtime. In somecases,GPSunitsmight alsobelarge,high-power and
expensive comparedto smallsensors.

In contrast,considera smallgroupof nodeswith short-range,low-power radios.If onenodetransmits
a signal, the otherscanusethat signalasa time reference—forexample,to comparethe timesat which
they recordeda sound.Thesynchronizationprovidedby this simple“pulse” is local in scopeandits error
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comesprimarily from variabledelayson theradioreceiversandpropagationdelayof theradiowaves.For
a givenerrorbound,thelifetime of thesynchronizationis also�nite asthenodes'clockswill wanderafter
theinitial pulse.However, thepulseis fastandenergy-ef�cient becauseit only requiresthetransmissionof
asinglesignal.

3. Motivations

Why do sensornetsneedsynchronizedtime?
Beforediscussingtime synchronizationmethods, we must�rst clarify its motivations. In this section,

we will describesomecommonusesof synchronizedtime in sensornetworks. The wide net castby the
disparateapplicationrequirementsis important;we will arguelater that it precludestheuseof any single
syncmethodfor all applications. Indeed,while the relatedwork in this �eld (reviewed in Section4) is
extensive, it oftenreliesonassumptionsthatareviolatedin thenew sensornetwork regime.

3.1.Distrib uted beam-forming and sensorfusion

In recentyears,interesthasgrown in signalprocessingtechniquessuchassensorfusionandbeam-forming.
Thesearetechniquesusedto combinetheinputsof multiplesensors,sometimesusingheterogeneousmodal-
ities, in applicationssuchasnoisereduction[YHR

�

98], target tracking,andprocesscontrol. This kind of
DSPwill serve asan importantbasisfor sensornetworks,but muchof theextensive prior art in the �eld
assumescentralizedsensorfusion. That is, even if thesensorsgatheringdataaredistributed,sensordata
is oftenassumedto beconsolidatedat onesitebeforeprocessing.However, centralizedprocessingmakes
useof implicit timesynchronization;synchronizationthatmustbemadeexplicit to createafully distributed
system.

For example,considera beamformingarray designedto localize the sourceof sound,suchas that
describedby YHRCL in [YHR

�

98]. Thearraycomputesphasedifferencesof signalsreceivedby sensors
at differentlocations.Fromthesephasedifferences,theprocessorcaninfer thetime of �ight of thesound
from its sourceto eachsensor. This allows the sound's sourceto be localizedwith respectto the spatial
referenceframe de�ned by the sensorsin the array. However, this makes the implicit assumptionthat
the sensorsthemselvesaresynchronizedin time, aswell. In otherwords,thebeam-formingcomputation
assumesthattheobservedphasedifferencesaredueto differencesin thetimeof �ight from thesoundsource
to thesensor, andnot variabledelaysincurredin transmittingsignalsfrom thesensorto theprocessor. In
a centralizedsystem,wherethereis tight couplingfrom sensorsto a singlecentralprocessor, this is a valid
assumption;thesensordatashareanimplicitly synchronizedtime-baseby virtue of thefact thattheaudio
dataareall fed to thesameprocessor. However, for suchanarrayto beimplementedon a fully distributed
setof autonomouswirelesssensors,explicit timesynchronizationof thesensorsis needed.

It is important to note that a beam-formingarray actually containstwo separate(but related)time-
synchronizationproblems.Speci�cally, to measurethetime-of-�ight from thesound's sourceto thereceiv-
ing sensors,someform of synchronizationmustexist betweenthesenderandreceiver. In otherwords,the
arrayneedsto know thetimeof emissionrelative to thetimeof detectionin orderto measuretime-of-�ight.
This latterproblemhastraditionallybeensolvedwith “over-sampling”:treatingtheclockbiasbetweenthe
emitterandreceiversasanextra unknown in thesystemof localizationequations,andaddinganextra sen-
sormeasurementto balancetheextraunknown. Thisworksonly if thereceiversaresynchronizedwith each
other; that is, if thereis only a singleclock biasbetweenthesenderandany receiver. Therefore,theneed
for explicit receiver synchronizationasdescribedearlieris not obviatedby having extra sensors.Without
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correlatedreceivers,eachadditionalsensorbringswith it botha measurementandits own unknown clock
bias—i.e.,addingbothanequationandanunknown to thesystem.

3.2.Multi-sensor integration

A commonthemein sensornetwork designis that of multi-sensorintegration—combining information
gleanedfrom multiple sensorsinto a larger world-view not detectableby any singlesensoralone. Unlike
the previous examples,in which sensorfusion is doneat the signal processinglevel, sensorintegration
focusesonalgorithmicallycombininghigher-level knowledge.

For example,consideragroupof nodesthatknow their geographicpositionsandcaneachdetectprox-
imity to somestaticphenomenon

�
. (Thedetectionmight involve localizationasdescribedin theprevious

section.)Alone,asinglesensorcantell thatit is near
�

. However, by integratingtheir knowledge,thejoint
network candescribemorethanjust a setof locationscoveredby

�
; it canalsocompute

�
's size. In some

sense,thewholeof informationhasbecomegreaterthanthesumof theparts.
This type of emergent behavior doesnot always requiresynchronizedtime. If

�
is static,as in the

previousexample,time syncmaynot beneededat all. However, what if
�

is moving, andtheobjective is
to report

�
's speedanddirection?At �rst glance,it might seemthattheobjectlocalizationsystemwe de-

scribedabovecanbeeasilyconvertedinto amotiontrackingsystem,simplyby performingrepeatedqueries
of theobjecttrackingsystemover time. If thedataindicatingthe locationof our tracked phenomenon

�

all arrivesat thesameprocessorfor integration,perhapsno synchronizationacrossnodesis required.The
integratorcansimplytimestampeachlocalizationreadingasit arrivesandwill thenhaveall theinformation
requiredto integratetheseriesinto motiondata.In thiscase,it seemsthatthetimesynchronizationproblem
hasbeenavoidedentirely.

Thisschemehasseriouslimitationsdiscussedbelow, but it doeswork in somecontexts. In particular, if
thetrackedobjectis moving veryslowly relative to thedelaybetweenthesensorsandtheintegrationpoint,
our bruteforceapproachmight work. For example,imaginean assettrackingsystemcapableof locating
speci�c piecesof equipment.If wewish to de�ne the“motion” of anobjectasthehistoryof all peoplewho
have usedit, an equipmentmotion tracker might be designedvery simply. We canmerelyaskthe object
tracker for theequipment's locationseveraltimesaday, andcompilea list over timeof of�ces in which the
equipmenthasbeenlocated.Thisworksbecauseweassumesomeonewhousesequipmentdoessoover the
courseof daysor weeks– extremelyslowly on the timescaleover which the object-tracker canlocatean
objectandreportits locationto theuseror adataintegrator.

This methodhasseriouslimitationsin contexts wherethetiming requirementsaremorecritical thanin
our equipmentexample. If the tracked phenomenonmovesquickly, many factorsthat wereinsigni�cant
in equipmenttrackingbecomeoverwhelming.For example,considerthesituationlikely in wirelesssensor
networks: a spatiallydistributedgroupof sensors,eachcapableof communicationover a very shortrange
communicationrelative to thetotalgeographicareaof sensorcoverage.Informationcanonly travel through
this network hop-by-hop;therefore,the latency of messagesfrom any given sensorto a centralintegrator
will varywith thedistancefrom thesensorto theintegrationpoint. In thissituation,thebruteforceapproach
mayfail.

Thereasonfor thefailureof thebruteforceapproachis instructive to consider. Thesimpleequipment
tracker essentiallyassumedthat the travel time of messagesfrom theequipmentsensorsbackto the inte-
grationpoint waszero: we askthe question“Where is this object?” andreceive a reply that we assume
is instantaneousandstill correctwhenit is received. In thecaseof trackingequipment,this is probablya
valid assumptionbecauseaspeci�c pieceof equipmentis unlikely to moveon thescaleof timerequiredto
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propagateamessagethroughthesensornetwork. However, thisassumptionbreaksdown for faster-moving
phenomena.Usingthebruteforcecentralizedapproach,it will beimpossibleto accuratelytrackthemotion
of any phenomenonmoving atspeedsthatapproachthetime scaleof thenetworks' roundtrip time.

Thereareadditionalmotivationsfor doinglocalizedanddistributeddetection.A centralizedaggregation
point is not scalableand is proneto failures. In addition, in sensornetworks whereenergy-ef�ciency is
critical, it is unwiseto designa systemwherea large volumeof messagesmustbe routedthroughmany
power-consumingnodes.A systemthat transmitseachindividual locationreadingthroughevery nodeon
thepathfrom thephenomenonbackto theintegrationpointwill have ahighenergy cost.

Theselimitations suggestthat sensorreadingsshouldbe time-stampedinsideof the network, asnear
aspossibleto the original sensorevent. Doing so dramaticallyreducesthe variabledelay introducedby
messagetransmissionlatencies. Timestampinginside the network also allows tracking datato be post-
processedinto motion data,aggregated,andsummarizedinsideof the network, thus requiringa greatly
reducednumberof bits to travel backto theuser. All of theseadvantages,however, do comewith a price:
sensors in thenetworkmustshare a commontimebasein order to ensure theconsistencyof readingstaken
at multiplesensors.

In a motion trackingapplication,theallowablesynchronizationerror in nodes'clocksis informedby
factorssuchasthespeedof thetargetrelative to sensordensityanddetectionrange.It is alsoaffectedby the
system's desiredspatialprecisionanddetectionfrequency. The tighter time synchronizationis achieved,
the greaterprecisionis possiblein the tracking of motion by a collection of proximity detectors. Very
slow moving objectsmaybetrackedsuf�ciently by nodeswith looselysynchronizedclocks,but tighterand
tightersynchronizationis requiredif wewishto trackfasterandfasterobjects—orperhapsevenphenomena
suchaswave-fronts.

3.3.In network data aggregationand duplicate suppression

A featurecommonto sensornetworks dueto the high energy costof communicationcomparedto com-
putation[PK00] is local processing,summarization,andaggregationof datain orderto minimizethesize
andfrequency of transmissions.Suppressionof duplicatenoti�cations of thesameevent from a groupof
nearbysensorscanresult in signi�cant energy savings [IGE00]. To recognizeduplicates,eventsmustbe
timestampedwith aprecisionon thesameorderastheeventfrequency; thismightonly betensor hundreds
of milliseconds. Sincethe datamay be senta long way throughthe network andeven cachedby many
of theintermediatenodes,thesynchronizationmustbebroadin scopeandlong in lifetime—perhapseven
persistent.

3.4.Energy-ef�cient radio scheduling

Low-power, short-rangeradiosof thevariety typically usedfor wirelesssensornetworks expendvirtually
asmuchenergy passively listeningto thechannelasthey do during transmission[PK00,APK00]. Sensor
netMAC protocolsarefrequentlydesignedaroundthisassumption,aimingto keeptheradiooff for aslong
aspossible.TDMA is a commonstartingpoint becauseof thenaturalmechanismit providesfor adjusting
theradio's duty cycle, tradingenergy expenditurefor otherfactorssuchaschannelutilizationandmessage
latency [Soh00].

While distributedtimesynchronizationis centralto any TDMA scheme,it is considerablymoreimpor-
tant in wirelesssensornetsthanin traditional(e.g.cellularphone)TDMA networks. Traditionalwireless
MAC protocolsvalueonly highchannelutilization. Goodtimesyncis thereforeimportantbecauseit short-
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ensthe guardtime, but also easybecauseeachframereceived implicitly impartsinformationaboutthe
sender's clock. This informationcanbeusedto frequentlyre-synchronizea node's clock with thoseof its
peers[LS96].

In sensornetworks,thepicturechangesconsiderably. Energy-ef�ciency is thehighestpriority, solocal-
izedalgorithmsareusedto minimizeboththesizeandfrequency of messages.Longinter-messageintervals
resultin greaterclock drift andthereforelongerguardtimes.Thehigh energy costof passive listeningde-
scribedabove makestheseguardtimesexpensive. In addition,small datapayloadsmake theguardtimes
a largeproportionof thetotal time a receiver is listening. Thesefactorsmake goodclock synchronization
critical for saving energy, andsuggestanew techniqueis neededto achieve it.

3.5.Usescommonin traditional distrib uted systems

Theusesof time synchronizationwe have describedsofar have beenspeci�c to sensornetworks,relating
to their uniquerequirementsin distributedsignalprocessing,energy ef�ciency, andlocalizedcomputation.
However, at its core,a sensornetwork is alsoa distributed system,wheretime synchronizationof vari-
ousforms hasbeenusedextensively for sometime. Many of thesemoretraditionalusesapply in sensor
networksaswell. For example:

� Logging andDebugging. During designanddebugging,it is oftennecessarycorrelatelogsof many
differentnodes'activities to understandthe global system's behavior. Logs without synchronized
time oftenmake it dif�cult or impossibleto determinecausality, or reconstructanexactsequenceof
events.

� Interactionwith Users. Peopleuse“civilian time”—theirwristwatches—whenmakingrequestssuch
as“show meactivity in thesoutheastquadrantbetweenmidnightand4 A.M.” For this requestto be
meaningful,certainnodesin a sensornetneedto besynchronizedwith anexternaltime standard.In
somesense,this maybeanorthogonalrequirementto thosediscussedpreviously; many applications
of time-synconly requireinternalconsistency.

� Cryptography. Perhapsdueto sensornets' applicability in military applications,therehasalready
beensigni�cant interestin cryptographicallyprotectingsensornetwork messages[HSW

�

, Hil]. Cer-
tain authenticationschemes,suchastheKerberosAuthenticationService[SNS88],dependon syn-
chronizedtime to preventreplayattacksandotherformsof circumvention.1

� DatabaseConsistency. Databaseupdateprotocolsoftenrequiresynchronizedtime to serializetrans-
actionsor eliminateduplicateupdates(for example,in [LSW91]). Therehasbeenrecentinterestin
expandingthedomainof databasesto encompassembeddedsensornetwork queries[BGS01],using
databasesrunninginsidethenetwork itself.

4. Related Work

4.1.Distrib uted Clocksand Network Time Protocols

Perhapstheseminalwork in computerclock synchronizationis Lamport's work thatelucidatestheimpor-
tanceof virtual clocks in systemswherecausalityis moreimportantthanabsolutetime [Lam78]. In his

1Davis and Geer point out in [DGT96] that, in some contexts such as Kerberos, challenge-response can take the place of accurate
timestamps.
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system,computerhasa local clock which is incrementedmonotonicallyaftereachevent that it observes.
Eachmessagesentto anothernodealsocarriesthetimestampof thesenderwith it. Whena nodereceives
a message,it advancesits local clock its currentvalueis lessthanthevaluein thereceivedmessage.This
simpleschemeis enoughto guaranteethattimestampscanreconstructthetotalorderingof any sequenceof
eventsthatwerecausal.That is, if event

�
causesevent � , thetimestampof

�
is lessthanthetimestamp

of � .
Over theyears,many protocolshave beendesignedfor maintainingsynchronizationof physicalclocks

over computernetworks[GZ89,ST87,Cri89, Mil94]. Theseprotocolsall have basicfeaturesin common:
a simpleconnectionlessmessagingprotocol;exchangeof clock informationbetweenclientsandone(or a
few) servers;methodsfor mitigatingtheeffectsof nondeterminismin messagedeliveryandprocessing;and
analgorithmon theclient for updatinglocal clocksbasedon informationreceived from a server. They do
differ in certaindetails: whetherthe network is kept internally consistentor synchronizedto an external
standard;whethertheserver is consideredto be thecanonicalclock, or merelyanarbiterof client clocks,
andsoon.

Mills' NTP [Mil94] standsout by virtue of its scalability, robustnessto varioustypesof failures,self-
con�guration,securityin thefaceof deliberatesabotage,andwidespreaddeployment.NTPallowsconstruc-
tion of a hierarchyof time servers,multiply rootedat sourcesof canonical,externaltime (seeSection4.2).
Levelscloserto theroothave betteraccuracy andprecisionto theexternalstandard,but lower levelscanbe
morepopulousdueto thehighdegreeof fan-outpossiblefrom eachserver. Clientsaretypically childrenof
multiplehigher-layernodes,usingstatisticalmethodsto determinethebestestimateof thecurrenttime.

As we will seein Section6, animportantfeatureof NTP is that it keepsa runningestimateof a client
clock's frequency relative to anexternalstandard.This facilitatesreasonablyaccuratetimekeepingduring
long periodsof disconnectedoperation.

4.2.National Time Standardsand Time Transfer

Somemethodsof physicalclock synchronizationstrive only to maintaininternal consistency. However,
othersdistribute time from an external standard—an“out of band” sourceof time. Frequently, theseex-
ternalsourcesarethe time provided by governmentagenciestasked with maintaininganddisseminating
a country's of�cial time. For example,theU.S.Naval Observatory's Time ServiceDepartmentmaintains
theof�cial time of theUnitedStates.USNO's “MasterClock #2” is steeredby anensembleof advanced
hydrogenmaserandcesiumfrequency standards[MMK99]. UTC, themostcommonlyusedinternational
standardtimescale,is basedon a weightedaverageof over 200 atomic clocks at over 50 suchnational
laboratories[Tho97]. It is calculatedatBIPM (BureauInternationaldesPoidsetMesures) in Paris,France.

Many of theselaboratoriesare involved in active researchin the areaof time transfer—that is, syn-
chronizationof geographicallydistantclocks. This ability is a fundamentalrequirementfor any national
laboratorywhosemissionis to transmittime to its users(citizens,themilitary, andsoforth). It is alsothe
technologythatenablescomputationof aggregatetimestandardssuchasUTC. Many moderntime transfer
schemeshave beendeveloped.

Historically speaking,they all harkenbackto mucholdermethods.An unprecedentedsurgeof interest
in timekeepingwasseenin the14thcenturyasmechanicalclockssweptEurope,oftenfoundin thebelfries
andtowersof city hallsandchurches[Lan83]. Clocksin otherformshadbeenknown for at leastathousand
yearsbeforehand,suchasthesundialor water-driven clepsydra. But thesenewer mechanicalclockswere
the �rst to be accompaniedby automaticallyringing bells—asimpleform of time transfer. In 1845,the
U.S.Naval Observatorybeganto disseminatetimeby droppinga“time ball” from atopa�agpole everyday
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preciselyat noon[BD82]. The ball wasoftenusedby shipsanchoredin thePotomacriver that neededa
calibratedchronometerfor navigationbeforesettingout to sea[SA98].

In moderntimes,thestateof theartis in radiotimetransfermethods.The�rst of these,seenoriginally in
the1920's,wastheavoiceannounceronradiostationWWV operatedby theNationalInstituteof Standards
and Technology. WWV is still in operationtoday, along with its more recentcousin,WWVB, which
providescomputer-readablesignalsin steadof voice announcements.The modern-dayserviceprovides
referencesto U.S.time andfrequency standardswithin onepartin

�������
.

Themostactive subjectof modern-dayresearchis in two-waysatellitetimetransfer[SPK00]. TWSTT
allows two clocksconnectedby a satelliterelay to bothcomputetheir offset from their peer. It is superior
to methodssuchasWWV' sradiobroadcastsbecauseit transferis two-way, insteadof solelyfrom senderto
receiver. Useof satellitesalsoallows intercontinentaltime transfer. TWSTT methodsareusedto connect
thetimeandfrequency standardsof nationallaboratoriesto BIPM in Francefor computationof international
timescales.

Satellitenavigationsystems—mostnotably, GPS[Kap96]—haveanimportantrelationshipto time.GPS
provideslocalizationserviceby allowing usersto measuretime of �ight of radiosignalsfrom satellites(at
known locations)to areceiver. Thesystemneedssynchronizedtimefor theschemeto work; it alsoprovides
one-way time transferto theuserasa “sideeffect” of localization.(Recentwork hasfocusedonusingGPS
for two-waytimetransferaswell [LL99].) Althoughacompletediscussionof thetechnicaldetailsis beyond
the scopeof this document,it is importantto note that GPSis both a useranddisseminatorof USNO's
timescale.ConsumerGPSreceiverscansynchronizenodesto UTC(USNO)within 200ns[MKMT99].

4.3.Methods for avoiding the problem

In somecases,thetime synchronizationproblemcanbesolvedby not solvingit—designingthesystemto
avoid theneedfor theproblemto besolved.A numberof systemsexemplify thisdesignprinciple.Speci�-
cally, it is instructive to reconsiderseverallocalizationandrangingsystems.(Therelationshipbetweentime
andspaceis closelyintertwined;timesynchronizationoftengoeshandin handwith localization.)

Many localizationsystemsestimatethedistancebetweentwo pointsby measuringthetime-of-�ight of
somephenomenonfrom onepoint to theother. Generallyspeaking,a systememitsa recognizablesignal
at a sender� , thentimesthe interval requiredfor the signal to arrive at a receiver � . If the propagation
speedof thephenomenonis known, thetime measurementcanbeconvertedto distance.Thefundamental
problemthatmustbesolvedis synchronizing� and � in timesothatthepropagationdelaycanbeproperly
measured.Wewill brie�y examinethreesystemsthatsolve thisproblemin threedifferentways.

Pinpoint,Inc.'sRF-ID system[?] avoidsthesynchronizationproblemby setting�	�
� ; thatis, making
� and � thesamenode.TheRF-ID systememitsanRFpulsewhichis modulatedby thetargetandre�ected
backto thesender. Thesenderandreceiver areimplicitly synchronizedby virtueof beingthesamedevice.
Thisallows ameasurementof thesignal's round-triptime,andthereforetherangefrom thesender/receiver
to thetarget.

TheGPSsatellitesystem,mentionedearlier, alsolocalizesby measuringthetime-of-�ight of RFsignals.
GPSalso avoids synchronizing� (the satellites)with � (the user's receiver) by treatingthe clock bias
between� and � asan unknown. Becausetherearemany redundantsendingsatellites,the receiver can
lock ontooneadditionalsatellite,solving for its �
��������������� insteadof only �
����������� . As we discussed
earlierin Section3.1,thisonly worksby virtueof thesendersbeingsynchronizedwith eachother.

Finally, ORL'sActiveBatsystem[WJH97] synchronizes� with � by usingasynchronizationmodality
differentfrom themeasurementmodality. In their system,modulocertaindetails, � simultaneouslyemits
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a (fast)RF pulseanda (slow) ultrasoundpulse.Thetime of �ight of theRF pulseis negligible compared
to that of the ultrasound.The RF pulsecanbe consideredan instantaneousphenomenonthat establishes
synchronizationbetween� and � with respectto theultrasoundpulse.

Of course,thelocalizationapplication(andtheseimplementationsin particular)areonly representative.
Many othersystemsusesimilar designsto avoid the needfor synchronizedclocks. For example,in the
LOCUSdistributedoperatingsystem[PWB

�

87], consistency of distributed�lesystemoperationsisensured
by dynamicallyselectingasinglenodeasasynchronizationpoint for aparticular�le-descriptor. By forcing
all �le operationsto go throughthesynchronizationpoint, no clock syncis neededto achieve maintaina
consistentview of thetotalorderingof �le events.

5. Sensor Network Time

5.1.The Needfor SomethingNew

We arguedin Section3 that it is importantfor sensornetworksto have accessto synchronizedtime. How-
ever, in Section4, we describeda wide variety of methodsfor synchronizingtime. Is somethingnew
needed?

To answerthis question,we it is important to �rst considerwhat sort of synchronizationa sensor
network needs. Becauseof the highly application-speci�cnatureof a given network, it is hard to make
generalizations—but evenwithin a singleapplication,time syncis neededat many layers,eachwith its on
requirements.For example,considerall thepotentialusesof time-syncin anobjecttrackingsystem:

� A singledetectionof the target might be performedby a beamformingarraydesignedto localize
thesourceof sound,suchasthatdescribedby YHRCL in [YHR

�

98]. Thearraydescribedsharesa
commontimebaseby virtueof thefactthattheaudiodataareall fed to thesameprocessor. For such
anarrayto be implementedon a fully distributedsetof autonomouswirelesssensors,network time
synchronizationis needed.Thissynchronizationwouldrequiremaximumerrorof about

��� � �
secbut

couldbelimited in lifetime andlocal in scope.

� Multiple positiondetectionscanbe integratedinto speedanddirectionestimates.The timebasere-
quiredfor thiscomputationneedsto belongerin lifetime thantheabove,andlargerin scope(probably
encompassingseveralhops,radio-wise).Themaximumerroris connectedto thespeedof thetarget,
ratherthanthespeedof sound.

� We discussedthe importanceof aggregation in sensornetworks in Section3.3. Informationabout
the target collectedfrom all over the network needsto be aggregatedandprocessedhierarchically
in lieu of simply sendingall the raw databackto a singleaggregationpoint. Partially summarized
datamay arrive at an aggregation point that consistsof readingsoriginally collectedfrom a very
distantnode. Although the synchronizationerror tolerancesfor this kind of aggregationwould be
very relaxed comparedto beam-forming,the timebaseneedsto be muchlarger in scopeandmuch
longerin lifetime—perhapsevenpersistent.

� Interactionswith users(e.g., “What washeresometime around4A.M.?” are likely to have very
relaxed error constraints(seconds,perhapseven a minute), but—unlike otherexamples—requires
externalsynchronization,ratherthanjust internalconsistency.
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Of course,underlyingall of theserequirementsit theever-presentneedfor energy-ef�ciency. Ignorance
of this requirement,while entirely justi�ed in traditionalcontexts, is the Achilles' heelof mostexisting
timesynchronizationmethods.AlthoughprotocolssuchasNTPareconservative in theiruseof bandwidth,
they areextremelyinef�cient in thisnew context whereradiosconsumesigni�cant powerevenby passively
listeningfor messages[PK00].

Costandform-factorarealsoimportantrestrictions.Thesmallestnodesin a network will, perhaps,be
disposableandsmallenoughto beattacheddirectly to thephenomenathat they aremonitoring.Theseare
unlikely to have roomin their packagingor budgetsthatallows anything morethana local oscillatoranda
short-rangeradio.

Weconclude,therefore,thatnoexistingmethodmeetsasensornetapplication'sdiversesynchronization
requirementswhile still beingcompatiblewith thenetwork's energy budget,coststructure,andform factor.

Somethingnew is needed.But what?

5.2.DesignPrinciples

While our earlierdiscussionhighlightsthe inadequacy of currentmethods,it alsogivesstructureto solu-
tions. In thissection,weoutlinethegeneraldesignprinciplesunderwhichweplanto developnew methods
of timesynchronizationfor sensornetworks.

5.2.1. Multi-modal synchronization

The heterogeneityin the synchronizationrequirementsacrossand within sensornetwork applicationsis
daunting.Evenwithout theconstraintsof limited energy, cost,andform-factor, no singlemethodis likely
to meetevery one of theserequirements.With theseextra constraints,�nding sucha methodseemsa
completelylost cause.

Becauseit is impossiblefor any singlesynchronizationmethodto appropriatein all situations,sensors
shouldhave multiple methodsavailable. By modifying existing methods,developingnew ones,andeven
composingtheminto derivative methods,we hopeto provide anentirepaletteof time syncmethodsthat,
takentogether, coversagoodportionof theparameterspacewedescribedin Section2.

A multi-modalsolutionis alsoagoodchoicefor building asystemthatis energy-ef�cient. If anodecan
dynamicallytradeerrorfor energy, or scopefor convergencetime, it canavoid “paying” for somethingthat
it doesn't need. Ideally, the algorithmsshouldalsobe tunable—allowing �ner control over an algorithm
thansimply turningit on or off. Our goalis to implementandcharacterizeasetof methodsrich enoughso
thatall applicationswill have oneavailablethatis necessaryandsuf�cient for its needs.

5.2.2. Tiered architectures

AlthoughMoore's law predictsthathardwarefor sensornetworkswill inexorablybecomesmaller, cheaper,
andmorepowerful, technologicaladvanceswill never prevent the needto make tradeoffs. Even asour
notionsof metricssuchas“f ast” and“small” evolve, therewill alwaysbecompromises:nodeswill needto
befasteror moreenergy-ef�cient, smalleror morecapable,cheaperor moredurable.

Insteadof choosinga singlehardwareplatformthatmakesa particularsetof compromises,we believe
aneffective designis onethatusesa tieredplatformconsistingof a heterogeneouscollectionof hardware.
Larger, faster, andmoreexpensive hardware(beacons,aggregationpoints)canbeusedmoreeffectively by
alsousingsmaller, cheaper, andmorelimited nodes(sensors,tags).An analogycanbemadeto thememory
hierarchycommonlyfound in desktopcomputersystems.CPUstypically have extremelyexpensive, fast
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on-chipcache,backed by slower but larger L2 cache,main memory, andultimately on-diskswap space.
This organization,combinedwith a tendency in computationfor locality of reference,resultsin a memory
systemthatappearsto beaslargeandascheap(per-byte)astheswapspace,but asfastastheon-chipcache
memory. In sensornetworks,wherelocalizedalgorithmsarea primarydesigngoal,similar bene�tscanbe
realizedby creatingthenetwork from aspectrumof hardwarerangingfrom small,cheap,andnumerous,to
large,expensive,andpowerful.

Thesmallestnodesareunlikely to have little morethana localoscillatorandashort-rangeradio.How-
ever, they canbesupportedby othernodesin thenetwork thatarebetterendowed,with longer-rangeradios
capableof synchronizingwith moreremotepartsof thenetwork, or in somecaseswith externaltimesources
suchasGPSor WWVB.

5.3.Our Approach

Usingtheseprinciplesasa guide,we arebuilding new time synchronizationservicesfor sensornetworks.
Speci�cally, we are

� Extendingexistingsyncmethodsto beenergy-aware

� Developingnew syncmethods,includingcompositionsof basicmethods

� Characterizingournew techniquesin theparameterspacewede�ned

� Building a testbedto realizeourmethodswith actualapplications

Startingdown this path,we have developeda techniquecalledpost-factosynchronizationto reconcile
theneedof many applicationsfor accuratesensoreventtimestampswith thedesireto keepthenodeoff in
ordertoconserveenergy. In thenext section,wedescribethistechniqueandanexperimentthatcharacterizes
its performance.

6. Post-Facto Synchronization

To save energy in a sensornetwork, it is a desirableto keepnodesin a low-power state,if not turnedoff
completely, for as long aspossible. Sensornetwork hardware is often designedwith this goal in mind;
processorhave various“sleep” modesor arecapableof poweringdown high-energy peripheralswhennot
in use.

Thistypeof designis exempli�ed by theWINS platform[ADL
�

98], whichhasanextremelylow-power
“pre-processor”thatiscapableof rudimentarysignalprocessing.Normally, theentirenodeis powereddown
exceptfor thepre-processor. Whenthepre-processordetectsa potentiallyinterestingsignal,it powerson
the generalpurposeprocessorfor furtheranalysis.The CPU, in turn, canpower on the node's radio if it
determinesthataneventhasoccurredthatneedsto bereported.

Suchdesignsallow the componentsthat consumethe mostenergy to be poweredfor the leasttime,
but alsoposesigni�cant problemsif we wish to keepsynchronizedtime. Traditionalmethodstry to keep
the clock disciplinedat all timesso that an accuratetimestampis alwaysavailable. What happensif the
radio—ourexternalsourceof timeandfrequency standards—iscontinuouslyoff for hoursata time?Or, in
thecaseof a platformlike WINS, what if thegeneral-purposeprocessorthatknows how to disciplinethe
clock is alsooff?
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Our solutionto this problemis post-factosynchronization. In our scheme,nodes'clocksarenormally
unsynchronized.Whenastimulusarrives,eachnoderecordsthetimeof thestimuluswith respectto its own
local clock. Immediatelyafterwards,a “third party” node—actingasa beacon—broadcastsa synchroniza-
tion pulseto all nodesin the areausingits radio. Nodesthat receive this pulseuseit asan instantaneous
time referenceandcannormalizetheir stimulustimestampswith respectto thatreference.

This kind of synchronizationis not applicablein all situations,of course:it is limited in scopeto the
transmitrangeof thebeaconandcreatesonly an“instant” of synchronizedtime. Thismakesit inappropriate
for anapplicationthatneedsto communicatea timestampover long distancesor times. However, it does
provide exactly theservicenecessaryfor beam-formingapplications,localizationsystems,andothersitua-
tionsin whichwe needto comparetherelative arrival timesof asignalatasetof spatiallylocal detectors.

6.1.ExpectedSourcesof Err or

Therearethreemain factorsthat affect the accuracy andprecisionachievableby post-factosynchroniza-
tion. Roughlyin orderof importance,they are: receiver clock skew, variabledelaysin the receivers,and
propagationdelayof thesynchronizationpulse.

� Skew in the receivers' local clocks. Post-facto synchronizationrequiresthat eachreceiver accu-
rately measurethe interval that elapsesbetweentheir detectionof the event and the arrival of the
synchronizationpulse.However, nodes'clocksdo not run at exactly thesamerate,causingerror in
thatmeasurement.Sinceclockskew amongthegroupwill causetheachievableerrorboundto decay
astimeelapsesbetweenthestimulusandpulse,it is importantto minimizethis interval.

Oneway of reducingthis error is to useNTP to disciplinethe frequency of eachnode's oscillator.
Thisexempli�es our ideaof multi-modalsynchronization.AlthoughrunningNTP“full-time” defeats
oneof theoriginalgoalsof keepingthemainprocessoror radiooff, it canstill beusefulfor frequency
discipline(muchmoresothanfor phasecorrection)at very low duty cycles.

� Variable delays on the receivers. Even if the synchronizationsignal arrives at the sameinstant
at all receivers, thereis no guaranteethat eachreceiver will detectthe signalat the sameinstant.
Nondeterminismin the detectionhardware and operatingsystemissuessuchas variableinterrupt
latency cancontribute unpredictabledelaysthat areinconsistentacrossreceivers. The detectionof
theeventitself (audio,seismicpulses,etc.)mayalsohave nondeterministicdelaysassociatedwith it.
Thesedelayswill contributedirectly to thesynchronizationerror.

Our designavoids error dueto variabledelaysin the senderby consideringthe senderof the sync
pulseto be a “third party.” That is, the receiversareconsideredto be synchronizedonly with each
other, notwith thebeacon.

It is interestingto note that the error causedby variabledelay is the sameirrespective of the time
elapsedbetweentheeventandthesyncpulse.This is in contrastto errordueto clockskew thatgrows
over time.

� Propagation delay of the synchronization pulse. Our methodassumesthat the synchronization
pulseis anabsolutetime referenceat theinstantof its arrival—thatis, that it arrivesat every nodeat
exactly thesametime. In reality, this is not thecasedueto the�nite propagationspeedof RFsignals.
Synchronizationwill never beachievablewith accuracy betterthanthedifferencein thepropagation
delaybetweenthevariousreceiversandthesynchronizationbeacon.
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This sourceof errormakesour techniquemostusefulwhencomparingarrival timesof phenomena
thatpropagatemuchmoreslowly thanRF, suchasaudio. Thesix-order-of-magnitude differencein
thespeedof RFandaudiohasbeensimilarly exploitedin thepastin systemssuchastheORL'sActive
Bat [WJH97] andGirod's acousticrange�nder[Gir00].

6.2.Empirical Study

Wedesignedanexperimentto characterizetheperformanceof ourpost-factosynchronizationscheme.The
experimentattemptsto measurethesourcesof errordescribedin theprevioussectionby deliveringastimu-
lusto eachreceiveratthesameinstant,andaskingthereceiversto timestampthearrival timeof thatstimulus
with respectto a synchronizationpulsedeliveredvia thesamemechanism.Ideally, if thereareno variable
delaysin the receiversor skew amongthe receivers' local oscillators,the timesreportedfor the stimulus
shouldbeidentical.In reality, thesesourcesof errorcausethedispersionamongthereportedtimesto grow
asmoretimeelapsesbetweenthestimulusandthesyncpulse.Thedecayin theerrorboundshouldhappen
moreslowly if NTP is simultaneouslyusedto disciplinethefrequency of thereceivers' oscillators.

Werealizedthisexperimentwith onesenderandtenreceivers,eachof whichwasordinaryPChardware
(Dell OptiPlex GX1 workstations)runningthe RedHatLinux operatingsystem.Eachstimulusandsync
pulsewasa simpleTTL logic signalsentandreceivedby thestandardPCparallelport.2 In eachtrial, each
receiver reportedits perceived elapsedtime betweenthe stimulusandsynchronizationpulseaccordingto
thesystemclock,which has

���
secresolution.We de�ned thedispersionto bethestandarddeviation from

the meanof thesereportedvalues. To minimize the variabledelay introducedby the operatingsystem,
thetimesof the incomingpulseswererecordedby theparallelport interrupthandlerusinga Linux kernel
module.

In orderto understandhow dispersionis affectedby thetime elapsedbetweenstimulusandsyncpulse,
wetestedthedispersionfor 21differentvaluesof thiselapsedtime,rangingfrom

��� �
secto

����� �
sec(

��� �
sec

to 16.8seconds).For eachelapsed-timevalue,we performed50 trialsandreportedthemean.These1,050
trials wereperformedin a randomorderover thecourseof onehourto minimizetheeffectsof systematic
error(e.g.changesin network activity thataffect interruptlatency).

For comparison,thisentireexperimentwasperformedin threedifferentcon�gurations:

1. Theexperimentwasrun on the“raw clock”: that is, while thereceivers' clockswerenot disciplined
by any externalfrequency standard.

2. An NTPv3client wasstartedon eachreceiver andallowedto synchronize(via Ethernet)to our lab's
stratum-1GPSclock for tendays.Theexperimentwasthenrepeatedwhile NTP wasrunning.

3. NTP's externaltime sourcewasremoved,andtheNTP daemonwasallowed to free-runfor several
daysusingits last-known estimatesof thelocalclock's frequency. Theexperimentwasthenrepeated.

To compareour post-factomethodto theerrorboundachievableby NTP alone,we recordedtwo dif-
ferentstimulus-arrival timestampswhenrunningtheexperimentin Con�guration 2: thetime with respect
to thesyncpulseandthetime accordingto theNTP-disciplinedlocalclock. Similar to theothercon�gura-
tions,adispersionvaluefor NTPwascomputedfor eachstimulusby computingthestandarddeviationfrom
themeanof thereportedtimestamps.Thehorizontalline in Figure1 is themeanof those1,050dispersion
values—101.70

�
sec.

2This was accomplished using the author’s parallel port pin programming library for Linux, parapin , which is freely available
at http://www.circlemud.org/jelson/software/parapin
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Figure1: Synchronization error using post-facto time synchronization without external frequency discipline, with
discipline from an active NTP time source, and with free-running NTP discipline (external time source removed
after the oscillator’s frequency was estimated). These are compared to the error bound achievable with NTP alone
(the horizontal line near

�������
sec). The breakpoint seen near 50msec is where error due to clock skew, which grows

proportionally with the time elapsed from stimulus to sync pulse, overcomes other sources of error that are independent
of this interval. Each point represents the dispersion experienced among 10 receivers, averaged over 50 trials.

Our resultsareshown in Figure1. 3

6.3.Discussion

The resultsshown in Figure1 illuminate a numberof aspectsof the system.First, the experimentgives
insight into the natureof its error sources.The resultswith NTP-disciplinedclock caseareequivalent to
undisciplinedclockswhenthe interval is lessthan ��� � msec,suggestingthat theprimarysourceof error
in thesecasesis variabledelayson thereceiver (for example,dueto interruptlatency or thesamplingrate
in theanalog-to-digitalconversionhardwarein thePCparallelport). Beyond50msec,thetwo experiments
diverge,suggestingthatclockskew becomestheprimarysourceof errorat thispoint.

Overall, the performanceof post-factosynchronizationwasquite good. WhenNTP wasusedto dis-
cipline the local oscillator's frequency, an error boundvery nearto the clock's resolutionof

���
secwas

achieved. This is signi�cantly betterthanthe
��� � �

secachieved by NTP alone. Clearly, the combination
of NTP's frequency estimationwith thesyncpulse's instantaneousphasecorrectionwasvery effective. In-
deed,themulti-modalcombination's maximumerroris betterthaneithermodecanachieve alone.We �nd
thisaveryencouragingindicatorfor themulti-modalsynchronizationframework weproposedat theendof
Section5.

WithoutNTPdiscipline,thepost-factomethodstill performsreasonablywell for shortintervalsbetween
stimulusandsyncpulse. For longerintervals,we areat themercy of happenstance:theerrordependson
thenaturalfrequenciesof whatever oscillatorswehappento have in our receiver set.

3“The joy of engineering is to find a straight line on a double logarithmic diagram.” –Thomas Koenig
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Perhapsthemostexciting result,however, is shown in theexperimentwhereNTPdisciplinedthenodes'
local clocksusingonly the last-known-estimateof frequency, after theexternaltime sourcewasremoved.
Theachievableerrorboundwas

���
sec:thelimit of ourclock's resolutionand,moreimportantly, exactlythe

sameastheresultwith NTP andanactive externaltime standard.This resultis importantbecauseit shows
thatextremelylow-energy andlow-errortimesynchronizationis possible:afteraninitial frequency-training
period,nodesmight be ableto keeptheir radiosoff for daysandstill instantlyacquirea timebasewithin
���

secwhenaneventof interestarrives. That resultis madepossibleby themulti-modalsynchronization;
thefrequency correctionprovidedby free-runningNTPis notgoodenoughto keepclockspreciselyin phase
over time dueto accumulatederror. (In thefree-runningNTP experiment,theaccuracy of thetimestamps
whennotnormalizedby thesyncpulsewasonly in thetensof milliseconds.)

All of theseresults,while encouraging,do comewith a numberof caveats. Our experimentsresults
wereperformedunderidealizedlaboratoryconditions,using(equal-length)cablesto directly connectthe
senderto thereceivers. Realworld conditionswill requirewirelesslinks thatarelikely far morecomplex
with moreopportunitiesfor variabledelay. In addition,therelatively constantambienttemperaturereduced
the oscillators' frequency drift over time. A real sensornetwork deployed outdoorsmight not be ablelet
NTP free-runwithoutanexternaltime sourcefor aslongaswedid in ourexperiment.

7. Work Plan

Although the experimentwe have describedis encouraging,it is only a preliminarystudy. Therearea
largenumberof possiblefuturedirectionsfor research;we have focusedonly on somethatseemthemost
promisingandinteresting.

Our plannedwork for thefuturefalls into threemaincategories.First,we wish to developandcharac-
terizenew timesynchronizationmethods.Wealsoplanto characterizetraditionalsynchronizationmethods
for thepurposeof comparison.Second,wewould like to implementaworkingsystemasproof-of-concept.
Speci�cally, wewill developatestbedthatcantrackthemotionof objectsthrougha�eld of sensors;thisap-
plicationwill demonstratetwo differenttimesynchronizationin differentcontexts. Finally, wewill explore
methodsthat might allow a runningsystemto adaptto new applicationsandconditionsby automatically
selectingthetimesynchronizationmethodsthataremostappropriate.

7.1.Developmentand characterization of time syncmethods

An importantgoal of our work is to provide a paletteof time syncmethodsto applicationsthat coversa
goodportion of the parameterspacewe describedin Section2. Becauseit is impossiblefor any single
synchronizationmethodto appropriatein all situations,sensorsshouldhave multiple methodsavailable. If
a nodecandynamicallytradeerror for energy, or scopefor convergencetime, it canavoid “paying” for
somethingthat it doesn't need.Ideally, thealgorithmsshouldalsobetunable—allowing �ner controlover
analgorithmthansimply turningit on or off.

Towardsthis goal, we plan to continuethe developmentof sync methodsand their characterization
alongtheaxeswe describedearlier. In addition,we plan to morefully characterizethe “traditional” time
syncmethodsfor comparison.Ourspeci�c plansfor furtherdevelopmentandexperimentsfollows.

� Weplana re-implementationof our post-factopulsesynchronizationexperimenton hardwarethatis
moreakin to hardwarethat will be found in sensornetworks: slower, lower-power nodesthat have
wirelessradiolinks. While usingPCswith wiredstimuli andeventdeliverydid provide animportant
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proof-of-conceptandencouragingresults,wewishto investigatetheeffectsonerrorof factorssuchas
slowerclockspeeds,variablelatency of radios,andnondeterminismintroducedby radiopropagation
anomalies.Weplanto do thesetestsusingthewirelesssensornetwork testbedin placeaspartof the
relatedSCADDSproject[EGHK99,CEE

�

01].

Therearemany interestingdimensionsof pulsesynchronizationthat we did not explore with our
initial experiment. For example,what are the effectson error of scalingup the numberof nodes,
theduty cycle of thenodes,or changesin theambienttemperature?Many of thesequestionscanbe
answeredwith a larger, truly untetheredtestbed.

An evena morebasicquestionthatwe would like to answeris: what is thebestmodality for a syn-
chronizationpulse?Weshouldnot assumethata radiosignalis thebest(e.g.,mostdeterministically
detected)mode. We plana simpleexperimentto testthedetectiondeterminismof othermodesnot
yet examined,suchasusinga strobelight to trigger remotephotodiodes.By usinga multichannel
oscilloscopeto comparethe dispersionin triggeringtimesof variousmodes(e.g., the strobelight,
radioswith variousMAC layers,andwired stimuli), we canget an interestingpictureof how the
detectionmodalitiesthemselvescontribute to theoverall system's errorbudget.

� Additional(related)time-synchronization methodswill bedevelopedbasedontheexistingprimitives.
Speci�cally, we wish to investigatesynchronizationpulsechaining. Pulsechainingis an extension
to thepulsesyncmethodwe describedearlier. Standardpulsesynchronizationis only effective for
creatinga synchronizedtimebasewithin the transmitradiusof a singlebeacon.However, if certain
receivers“relay” thepulse—retransmittingit to anew setof receiversoutsidetherangeof theoriginal
beacon—thescopeof thetimebasecanbeexpanded.Thepulsemayberelayedmany timesto make
thescopeof thetimebaselargerandlarger.

Naturally, eachlink in this synchronizationchainwill accumulateerror. Our plan is to understand
how this erroraccumulatesasthesizeof thesynchronizedareaincreases.This “maximumerrorvs.
distance”is analogousto the“maximumerrorvs. time” experimentwedescribedin Section6.

� We will characterizesomeexisting methodsfor acquiringtime alongthesameaxes(suchasscope,
maximumerror, lifetime, etc.) thatwe have usedto evaluateour own time syncmethods.This will
allow a for a moreinformedcomparisonof our methodswith relatedwork in the area.Our exper-
iment's comparisonof pulsesynchronizationwith NTP is oneexampleof this kind of comparison;
we would like to make similar statementswith respectto systemssuchasGPS,WWV/WWVB, and
GPS-via-CDMA.

7.2.Testbedimplementation asproof-of-concept

Althoughexperimentsthatcharacterizeour methodsareimportant,we alsothink it is importantto imple-
mentanactualapplicationusingthesemethodsasaproof-of-concept.Therefore,thesecondmajorportion
of our plannedwork is the implementationof a testbedthatdemonstratesour time syncalgorithmsin the
context of asensingapplication.

Our proposedtestbedapplicationis tracking of cooperativeobjectsthrougha sensor�eld . A “cooper-
ative” objectis onethatwantsto betracked; that is, theobjecthasbeenaugmentedin a way thatmakesit
easierto localize. Thegoal is to build sensornetwork that will reportto a userthe locationandspeedof
thecooperative objectover time. Thesensor�eld will betruly distributed: that is, its geographicspanwill
preventany singlenodefrom broadcastinga radiomessageglobally.
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Theapplicationweproposewill build onGirod'sprototypeacousticrange�nder[Gir00]. His range�nder
usesdigital signalprocessingtechniquesto accuratelydeterminethe time of arrival of a speciallyformed
sound.(Thesoundis a“chirp” thatis modulatedby asenderto makeit moreeasilydetectedby thereceiver.)
If thesenderandreceiver aresynchronizedin time,Girod's techniqueallows accuratedeterminationof the
timeof �ight of soundbetweentwo points.This, in turn, leadsto anaccuraterangeestimatebetweenthem.

In cooperationwith Girod,we planto usepost-factotime synchronizationto facilitatemeasurementof
thetime of �ight of soundfrom anaudiosourceto a setof receivers—notjust a singlereceiver—allowing
themto trilaterate. At any given instant,this techniquewill reportinstantaneouspositionin a coordinate
systemde�ned by the sensors4. As the object moves throughthe sensor�eld, many suchlocalization
measurementscanbetakenandintegratedto form anestimateof velocity.

This experimentdemonstratestwo aspectsof our time synchronizationservices:

� Post-factosynchronization.Thepost-factosyncwehavedeveloped(asdescribedearlierin thispaper)
allows a localizedsetof receiversto createanephemeralsynchronizationwith a maximumerrorof
���

sec.This is exactlywhatthetrilateration/localization serviceneeds.

� Pulsechaining.In orderto integrateaseriesof theselocalizationmeasurementsovertime,thesensors
mustbe ableto sharea timebasethat is wider in scopeandlongerin lifetime. However, sincethe
objectwill bemoving relatively slowly, themaximumerrorconstraintis considerablyweaker (e.g.,
on the order of 10's or even 100's of milliseconds). Pulsechainingmakes exactly this tradeoff:
chainingtogetheraseriesof local,ephemeraltimebasesinto a larger-scopeandlonger-lastingone,at
theexpenseof accumulatederror.

Webelieve thisexperimentto beaneffective demonstrationon severalfronts:

� Evenansingleapplicationcanoftenhave avarietyof time-syncneeds.

� Meeting thesedisparateneedsby usinga variety of time-syncmethodsresultsin a moreenergy-
ef�cient andlessexpensive systemthanasinglesyncmethodthatwould beforcedto meettheunion
of all requirements.

� Sensornodescansometimesachieve advancedtime-syncwithout theneedfor additionalspecialized
hardware.

7.3.Exploration of methodsfor tuning and automatic modality selection

Thereare additional future directionsthat we wish to pursue,thoughtime may not permit a complete
explorationof thesedetailsin thecontext of anactualimplementation.We planto examinesomeof these
issuesin thecontext of simulationor modelinginstead.Speci�cally:

� Our vision is that nodescansave energy by selectinga time synchronizationmethodthat is both
necessaryandsuf�cient for its needs.Ideally, thosemethodsshouldalsobetunable—allowing �ner
controlover analgorithmthansimply turningit on or off. Tunabilitywill allow applicationsto tailor
a syncmethod,makingthegapbetweenwhat's neededandwhat's providedevensmaller. Through

4In this experiment, we assume that each sensor is preprogrammed with its position in some global coordinate system. In
the context of a testbed meant to demonstrate time synchronization, this assumption is a reasonable one. In parallel, Girod is
developing techniques that allow a distributed federation of sensors to dynamically create a self-consistent coordinate system.
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somesimpleexperimentationor simulation,we would like to studythegainsthatmight berealized
throughtuning.

Onesuch“tuning knob” that might be possibleis in selectingthe numberof nodesthat participate
in a federationof synchronizednodes. Many time-standards(e.g., UTC(USNO), the U.S. Naval
Observatory's realizationof UTC),usealargeensembleof clocksanddynamicallychoosethebestin
orderto improve precision.Will addingadditionalbeaconsmake post-factosynchronizationbetter,
at theexpenseof moreenergy expendedby theadditionalnodesthatareparticipating?If so, this is
anotherinterestingenergy-errortradeoff.

� Until now, wehaveassumedthatapaletteof syncmethodsareavailableto applications,andtheexact
methodusedis selectedby thesystemdesignerat design-time.Is it possiblefor thesystemto adapt
by dynamicallyselectingthe bestalgorithmwhile it' s running? Is it possiblefor an applicationto
automaticallyturn thetuningknobsdescribedearlier?

8. Conclusions

Time synchronizationis a critical pieceof infrastructurefor any distributedsystem.Distributed,wireless
sensornetworks make heavy useof synchronizedtime, but often have uniquerequirementsin the scope,
lifetime, andmaximumerror of the synchronizationachieved, aswell asthe time andenergy requiredto
achieve it. Existingtime synchronizationmethodsneedto beextendedto meetthesenew needs.

We have presentedan implementationof our own sensornetwork time synchronizationscheme,post-
facto synchronization. This methodcombinesthe oscillator frequency disciplineprovided by NTP with
an instantaneousphasecorrectionprovided by a simple synchronizationsignal sentby a beacon. Our
experimentshave shown timing error for a groupof 10 nodesto be boundednearthe limit of our clock
resolutionof

���
sec.

An importantadditionalresultis thatthesameerrorboundwasachievedevenwhenNTPno longerhad
anactive externaltime or frequency standard,afteraninitialization periodwhenit wasallowedto estimate
thelocal oscillator's frequency error. This is critical for sensornetworkswherelimited energy reservesand
thehigh energy costof operatingawirelessradiomake standardNTP unsuitablefor long-lived,low-power
operation.

Although our currentresultsare a preliminary laboratorystudy, we believe that post-facto synchro-
nizationover wirelessradioswill be ableto supportthe sameinstantaneouscreationof a short-lived but
low-error synchronizedtimebaseever after a long periodof radio silence. We proposeongoingresearch
wherewecan

� Moveourexperimentfrom thelab to realsensornetwork nodes,anddevelopadditionalmethods;

� Characterizeourmethods,andtraditionalmethods,accordingto appropriatemetricsfor comparison;

� Prove thesemethodsareapplicableto realsystemsby building anapplicationtestbed;and

� Exploreadditionalissuessuchastuningandvoting throughsimulationandmodeling.
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